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 Conventional human-operated surveillance is vulnerable to errors caused by distractions, fatigue, or biases. 
The proposed project seeks to improve surveillance effectiveness and precision by utilizing an image 
detection algorithm and the Internet of Things (IoT). This project addresses the limitations of human detection 
by deploying a drone equipped with a camera capable of identifying people and suspicious individuals. The 
system is designed to identify individuals within the drone's visual range, evaluate person detection accuracy, 
and provide immediate monitoring via IoT connectivity. Person detection is performed using the You Only 
Look Once (YOLO) algorithm, and the project's scope is limited by camera quality, field of view, and resolution, 
which limit recognition range. Based on a dataset of 3,500 images, the person detection algorithm achieves 
a mean average precision (mAP) value of 0.835, a confidence ratio of 0.79, and high accuracy in the confusion 
matrix. Performance is further improved by integrating OpenVINO with Intel CPU-based computers. The IoT-
based monitoring system was implemented through a Streamlit web-based application and Telegram 
messaging platform. The results show a 2-second delay in streaming from the Raspberry Pi to the host 
computer, with an average speed of 100 ms per frame. 
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I. INTRODUCTION 

Unmanned aerial vehicles (UAVs) or drones have emerged 
as a pivotal technology in surveillance applications due to 
their versatility and advanced capabilities. Research into 
UAV applications has attracted significant attention, across 
various domains such as military operations [1], public health 
initiatives [2], disaster management [3], and wildlife research 
[4]. The use of drones for surveillance is well-established, 
with applications ranging from real-time monitoring of large 
areas to targeted subject identification and tracking [5]. In 
public health, drones are used in medical surveillance, 
disaster site monitoring, and epidemiological studies for 
tracking the spread of diseases [6]. This broad role 
demonstrates the importance of drones in modern 
surveillance systems.  
     Drone technology has advanced significantly, enabling the 
development of surveillance systems that provide high-
resolution coverage and repeatable monitoring capabilities. 
These systems increasingly leverage computer vision 
techniques for comprehensively data analysis [7]. The 
inherent mobility, flexibility, and adjustable altitude of 
drones make them well-suited for dynamic observation in 
remote and inaccessible regions [8]. In wildlife research, 
drones have revolutionized data collection, enabling 
researchers to conduct extensive surveillance and apply 

advanced algorithms data analysis [7]. Additionally, drones 
have proven invaluable in search and rescue operations 
during natural disasters, offering immediate airborne 
surveillance to locate and assist affected individuals [9]. The 
integration of deep learning and artificial intelligence further 
enhances drone surveillance by enabling more efficient target 
identification and recognition [10], [11]. 
    In the image recognition process, automatic supervision 
plays an important role in improving the security and 
effectiveness of visual feature detection and identification. 
Despite progress, challenges remain, especially due to low 
resolution, variable illumination, and other limiting factors. 
[12], [13]. To overcome these challenges, pre-processing, 
segmentation, and target region identification in surveillance 
videos are typically required for automated visual feature 
recognition [14]. The quality of images captured by 
surveillance cameras significantly impacts the effectiveness 
of image recognition systems, necessitating advanced 
algorithms to address low-resolution challenges [15]. 
Research also explores gait analysis as a complement to facial 
recognition, enhancing identification accuracy in low-
resolution settings [16], [17]. 

To process images captured by cameras, devices such as 
Raspberry Pi are widely used across domains, including 
medical applications such as disease detection [18], [19] in 
agricultural sector [20], [21], such as intelligent farming [22] 
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and security systems for home monitoring and intruder 
detection [23], [24]. Meanwhile, Rashid et al. [25] reported 
that law enforcement agencies have leveraged Raspberry Pi 
for real-time facial recognition, demonstrating its capability 
to enhance security and support individuals with special 
needs. On Raspberry Pi, image processing typically employs 
algorithms such as Local Binary Patterns (LBP) for face 
detection and SQLite for database updates [26] while motion 
detection using image subtraction algorithms supports real-
time alerts and live video streaming capabilities [27]. The 
adaptability of the Raspberry Pi enables diverse applications, 
such as social distancing monitoring using the HAAR 
cascade classifier [28], infant monitoring [29], and vehicle 
classification in toll systems [30]. 

AI-based person detection for surveillance has yielded 
highly efficient monitoring with minimal computational 
power. Wang et al. [31] introduced a system leveraging a 
YOLOv8n-based model optimized for low-resource 
environments to achieve real-time person detection in 
surveillance footage with high accuracy and minimal 
computational overhead. Unlike standard person detection 
systems, which solely identify human presence, this project 
enhances functionality by incorporating mask detection, 
capturing screenshots of masked persons, and automatically 
sending captures via Telegram notifications. This real-time 
alerting and documentation pipeline represents a meaningful 
advancement in surveillance applications, enabling faster 
response and improved traceability compared to basic 
detection systems. 

 

II. METHODOLOGY 

This section outlines the experimental setup and process 
flow of the proposed system, which integrates a Raspberry Pi, 
Pi camera, and host computer with a drone for real-time video 
streaming and image processing. The methodology comprises 
two main components: hardware setup and software 
workflow. The hardware setup details the physical 
arrangement and connections between the components, while 
the software workflow explains the data transmission, image 
processing, and detection mechanisms implemented in the 
system. 

Figure 1 illustrates the experimental setup, in which a 
camera, Raspberry Pi, and host computer are integrated with 
a drone to enable live video streaming and image processing. 
The Pi camera, securely mounted on the drone, captures real-
time footage and transmits it to the Raspberry Pi for initial 
processing. The Raspberry Pi, acting as an intermediary 
device, streams the video feed to the host computer over a 
Wi-Fi connection using a pre-configured IP address. The host 
computer, positioned remotely, receives the feed for further 
image processing and data visualization. This setup ensures 
seamless communication between the hardware components, 
enabling efficient real-time monitoring and analysis. 

 

 
Figure 1. Experiment setup of the project 

 
Figure 2 shows the process flow of the system, which is 

structured around the interaction between the Raspberry Pi 
and the host computer. The Raspberry Pi first captures live 
feed footage from the drone-mounted Pi camera and 
transmitting it to the host computer via a stable Wi-Fi 
connection. Proper IP configuration between the Raspberry 
Pi and the host computer is crucial for ensuring uninterrupted 
data transmission. Once the host computer receives the video 
stream, it initializes a virtual camera and executes the main 
program, which is designed to perform image processing 
using the You Only Look Once (YOLO) algorithm. The 
processed data is then visualized through Streamlit, providing 
real-time insights. If the system detects a person wearing a 
mask within a video frame, it captures a snapshot and 
automatically stores the image in a designated folder on the 
host computer. Additionally, the detection results, including 
the timestamp, the number of detected individuals, and the 
file location of the saved images, are compiled for record-
keeping. The system remains active until manually stopped 
using the 'Stop' button or by closing the command prompt.  

 

    
Figure 2. System Flowchart 

 
  Figure 3 presents the block diagram of the system, 

showing the interaction between hardware and software 



Journal of Telecommunication, Electronic and Computer Engineering Vol. 17 No. 3 (2025) 

  53 

components. The Raspberry Pi 3B+ serves as the core 
streaming unit, receiving power from a 5V supply to ensure 
continuous operation. A Pi camera, mounted on the drone, 
captures real-time footage and transmits it to the Raspberry 
Pi, which then streams the live video feed to the host 
computer via Wi-Fi. Then, the host computer processes the 
received footage using the YOLO algorithm for person 
detection and visualizes the results through a web-based 
interface developed with Streamlit. This structured 
integration enables real-time monitoring and analysis, 
ensuring efficient detection and data representation. Overall, 
the synergy between the drone, Raspberry Pi, and host 
computer provides a responsive platform for real-time data 
processing and visualization. 

 

 
 

Figure 3. Block diagram of the project 
 
In addition, a custom dataset was built to develop a person 

and mask detection algorithm based on the YOLO 
framework. Two versions of the YOLO models—YOLOv8 
and YOLOv11—were executed to evaluate their efficiency. 
Their effectiveness in identifying individuals with and 
without masks across various environments was 
systematically tested and recorded. The dataset comprises 
3,400 pre-annotated images of individuals wearing masks, 
sourced from the Roboflow platform [32], complemented by 
an additional 100 images captured within the drone's field of 
vision. Figure 4 displays the pre-annotated images obtained 
from the Roboflow platform, while Figure 5 illustrates 
sample images featuring both masked and unmasked 
individuals within a single frame. 

 

 
Figure 4. pre-annotated images from Roboflow 

 

 
Figure 5. Sample of labeled datasets 

 

III. RESULTS AND DISCUSSION 

 This section presents experimental results and discussions 
on the performance of YOLOv8 and YOLOv11 models using 
a custom dataset for person and mask detection. The 
evaluation considers key criteria, including completion time, 
model complexity, mAP50, and inference time. In addition, 
the system was tested under varied environmental conditions 
to assess its effectiveness in detecting individuals and masks 
in real-world scenarios. The results are presented using the 
Streamlit web application and Telegram app, which enable 
real-time detection and notification, demonstrating the 
system’s potential as a comprehensive IoT solution for real-
time monitoring. 

 Dataset Validation 
 Once the custom dataset for person and mask detection has 

been labeled, YOLOv8 and YOLOv11 models were trained. 
This step was essential to validate the dataset and assess the 
performance of both models. The training took place in an 
Anaconda environment using YOLO’s command-line 
interface. The models were trained for 75 epochs, as prior 
experiments indicated that optimal performance is typically 
achieved at or around 50 epochs. Training was performed on 
a high-performance workstation equipped with an NVIDIA 
GeForce RTX 4070 GPU, enabling faster processing times 
and efficient utilization of computational resources. The 
image size for training was set to 640 pixels, balancing 
detection accuracy and computational efficiency. 

 Table 1 summarizes the training results, highlighting 
distinct differences between YOLOv8 and YOLOv11. In 
terms of completion time, YOLOv11 finished training in 
0.711 hours compared to YOLOv8’s 0.806 hours, indicating 
a faster convergence. Regarding model complexity, YOLOv8 
operates at 67.7 GFLOPs, which is lower than YOLOv11’s 
78.7 GFLOPs, suggesting that YOLOv8 is more 
computationally efficient. In terms of accuracy (mAP50), 
both models achieved nearly identical performance, with 
YOLOv8 (0.578) slightly outperforming YOLOv11 (0.577). 
Finally, for inference time, YOLOv11 exhibited a significant 
advantage by processing images in just 3.2 ms compared to 
YOLOv8’s 6.5 ms, making it more suitable for real-time 
applications. 
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Table 1 
Summary of training results 

 
Performance YOLOv8 YOLOv11 
Completion time 0.806 hours 0.711 hours 
Model complexity 67.7 GFLOPs 78.7 GFLOPs 
mAP50 0.578 0.577 
Inference time 6.5 ms 3.2 ms 

 Fi-Confidence Curve 
The F1-Confidence curve measures variations in the F1 

score as the confidence threshold changes. The F1 score is a 
composite metric that evaluates a model’s accuracy by 
considering both precision and recall. A higher F1 score 
indicates better overall performance.  

Figure 6 shows the F1-Confidence curves for both 
YOLOv8 and YOLOv11 across the two classes which are 
person and mask. From these curves, YOLOv8 achieves its 
maximum F1 score of 0.78 at a confidence threshold of 0.370, 
whereas YOLOv11 reaches a slightly higher maximum F1 
score of 0.79 at a lower threshold of 0.273. This suggests that 
YOLOv11 requires a lower confidence threshold to optimize 
its overall performance compared to YOLOv8.  

For the person detection class, both models achieve their 
highest F1 scores, with YOLOv11 slightly outperforming 
YOLOv8 at higher confidence levels, as evidenced by a 
higher peak in its curve. In contrast, for the mask detection 
class, both models exhibit lower F1 scores compared to the 
person detection task. The F1 score for mask detection 
declines more sharply as the confidence threshold increases, 
indicating that both models struggle to maintain precision for 
mask detection when the threshold increases.  

 

 
(a) 

 
(b) 

 
Figure 6. F1-Confidence curve: (a) YOLOv8; (b) YOLOv11 

 
In summary, YOLOv11 is better at maintaining overall 

balance (precision and recall) for all classes, especially at 
lower confidence thresholds. YOLOv8 demonstrates 

competitive performance but appears better suited to higher 
confidence thresholds, making it slightly less adaptable in 
scenarios with varying detection challenges. Mask detection 
remains a challenge for both models, with significant room 
for improvement. 

 Confusion Matrix 
The confusion matrix is a tool used to evaluate a 

classification model by comparing predicted labels against 
actual labels. It provides a detailed breakdown of a model's 
performance across different classes, making it an essential 
approach to analyze classification accuracy and identifying 
errors. Figure 7 shows the confusion matrices resulting from 
training YOLOv8 and YOLOv11. 

 
(a) 

 
(b) 

 
Figure 7. Confusion matrix: (a) YOLOv8; (b) YOLOv11 
 
Based on Figure 7, the matrices summarize the number of 

correct and incorrect predictions for each of the three 
categories which are "Person," "Mask," and "Background." 
For YOLOv8, the person detection class shows 2383 true 
positives (correct detections), 7 false negatives (missed 
detections), and 605 false positives (misclassifications as 
person). This indicates that YOLOv8 is highly accurate in 
detecting persons, though it occasionally misclassifies objects 
from other categories as persons. For the mask detection 
class, YOLOv8 records 408 true positives, 9 false negatives, 
and 146 false positives, suggesting that the model struggles  
to accurately detecting masks compared to persons. 
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Additionally, the model misclassifies 540 background objects 
as either persons or masks. 

In the case of YOLOv11, the person detection results show 
a slight improvement, with 2388 true positives, 10 false 
negatives, and 550 false positives, indicating a marginal 
enhancement in detecting persons with fewer 
misclassifications. For mask detection, YOLOv11 achieves 
409 true positives, 12 false negatives, and 123 false positives, 
which is comparable to YOLOv8 but with a slight increase in 
false negatives. Moreover, YOLOv11 misclassifies 532 
background objects as either persons or masks, a small 
improvement over YOLOv8's results. In summary, both 
models demonstrate high accuracy, with YOLOv11 
marginally outperforming YOLOv8 in terms of slightly 
higher true positives, fewer false positives, and reduced 
background misclassifications. 

 Detection Performance in Various Conditions 
The detection test evaluated the performance of YOLO 

models in identifying individuals under various conditions, 
including those wearing face masks. The primary objective 
was to assess the models' accuracy, detection capabilities, and 
limitations across different environments. The test was 
conducted in three settings which are a public area during 
peak hours to simulate a high-density crowd, a home 
environment representing a high dynamic range scene, and a 
drone field of view. Additionally, the test aimed to identify 
instances of false negatives, that is cases where the model 
failed to correctly detect persons or masks, and to measure 
the detection range limit. For detecting individuals wearing 
masks, the system was tested using masks of different colors, 
specifically black and white, to evaluate its sensitivity to 
color variations. 

Figure 8 illustrates a comparison of detection performance 
in different lighting environments. The left image, captured 
in a low-brightness setting, shows that the system 
successfully detects a person with a confidence score of 0.79 
but fails to detect the mask worn by the individual. In 
contrast, the right image, taken in a well-lit laboratory, 
demonstrates that the system effectively detects both the 
person (0.88) and the mask (0.37) as the person walks. These 
results indicate that improved lighting conditions 
significantly enhance detection accuracy, emphasizing the 
critical role of adequate illumination in achieving reliable 
detection performance. 

 

 
Figure 8. Detection performance under varied lighting conditions: (Left) 

Low-brightness environment; (Right) Bright environment 
 
Figure 9 presents detection tests conducted in an open 

space during the evening under adequate lighting conditions. 
In the left image, a person moving and facing directly toward 
the camera, is detected at a distance of 5 meters, 
demonstrating the system's ability to accurately track subjects 

even in dynamic conditions. The middle image shows a 
person wearing a bright mask being reliably detected at a 
greater distance, further validating the system's performance 
in identifying masked individuals. In the right image, while 
the system successfully detects a person wearing a dark mask 
at 5 meters, it also registers a false detection by mistakenly 
identifying a red car as a person, albeit with a low confidence 
score of 0.60. Overall, these results highlight the system's 
effectiveness in various detection scenarios while also 
indicating areas for further improvement to reduce 
misclassifications. 

 

   
Figure 9. Detection performance in an open space under adequate lighting 

conditions: (Left) A moving person at less than 5 meters; (Middle) A 
person wearing a bright mask at 5 meters; (Right) A person wearing a dark 

mask at 5 meters 

 Real-Time Detection and IoT Notification 
The system records a suspicious person when two 

conditions are met which are both a person and a mask are 
detected simultaneously in a single frame. Once detection 
occurs, the system logs the data in the Streamlit web app, 
including the timeframe, person count, and confidence ratio, 
while saving a corresponding screenshot in a designated 
directory. Figure 10 shows a sample table in the Streamlit 
web app displaying these suspicious person records. 
Additionally, a screenshot of the detection frame is saved as 
an image file in a dedicated local computer folder, as 
illustrated in Figure 11. 

 
Figure 10. Streamlit web apps interface and records 

 

 
Figure 11. Saved images in local computer folder 

 
Beyond local storage, a function for transmitting detection 

data to Telegram has been implemented, enabling remote 
access via the internet. This IoT feature can be enabled or 
disabled through a checkbox in the Streamlit app. When 
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activated, the system forwards the detection data, both the 
table records and the saved images, to Telegram via a chatbot. 
Figure 12 illustrates the Telegram interface, displaying a 
message with the detection data and an accompanying image. 
In summary, the integration of the Streamlit web app with 
Telegram notifications enhances security by providing both 
local and remote access to detection records, ensuring that 
critical information is readily available to security personnel. 

 

 
Figure 12. Telegram chats with detection records 

 Detection Test with Drone 
A drone detection test was performed to evaluate the 

system's performance in detecting persons and masks, with 
both the detection range and false positives recorded. The 
experimental setup shown in Figure 13, consists of a 
Raspberry Pi mounted beneath the drone and a Raspberry Pi 
camera positioned on top. Due to the limitation of providing 
wired power to the Raspberry Pi, a power bank was used to 
supply power and the power bank was held separately during 
flight. 

 

 
Figure 13. Drone setup 

 
Based on the drone testing, the detection system accurately 

recognized a person at an altitude of approximately 2 meters, 
with effective person detection observed up to a range of 7 
meters. However, mask detection was only effective within 
approximately 2 meters in front of the drone. Figure 14 shows 
detection results, highlighting a person wearing a mask 
detected at 2 meters, while at 7 meters the system detected the 

person but was unable to identify the mask. In summary, 
while the detection system delivers accurate results, it is 
constrained by practical limitations. The use of a handheld 
power bank to power the Raspberry Pi restricts the drone's 
operational autonomy, and the camera's quality limits the 
effective range for mask detection. 

 

 
(a) 

 

 
(b) 

 
Figure 14. Drone-based detection: (a) Close-range detection of both person 

and mask; (b) Long-range detection of person only. 
 

 Security and Privacy  
The use of drone-based surveillance with real-time person 

and mask detection using the YOLO model inevitably raises 
privacy and ethical concerns. Filming individuals in public or 
semi-public areas without prior notice can be perceived as 
intrusive. To address this, several responsible measures are 
proposed: data anonymization, transparent deployment, and 
strict adherence to local laws. 

Personally identifiable information (PII) is not stored 
unless strictly necessary. Drone footage is retained only if a 
suspicious individual is detected. The public is informed 
through appropriate signage or announcements about areas 
under drone surveillance. All operations will comply with 
relevant privacy regulations, such as the Personal Data 
Protection Act (PDPA) 2010 in Malaysia, ensuring proper 
permissions and responsible data handling. 

 

IV.  CONCLUSION 

In conclusion, this project successfully developed a 
wireless surveillance system using a Raspberry Pi to detect 
individuals wearing masks. The YOLO algorithm was 
applied for human detection, with performance compared 
between two versions, namely YOLOv8 and YOLOv11. The 
system with YOLOv11 achieved optimized detection 
accuracy, achieving a mAP of 0.578, an F1-confidence score 
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of 0.79, and an inference time of 3.2 ms. It delivered excellent 
results with minimal false positives, although some 
misclassifications occurred, primarily due to object detection 
at long distances that yielded low confidence scores. 

The system effectively detected individuals at distances up 
to 50 meters and recognized masked persons within a 5-meter 
range. A Streamlit web application was developed for real-
time monitoring and recording of detections, incorporating 
IoT, allowing users to view results via Telegram. 
Additionally, the system was mounted on a drone for wireless 
surveillance, demonstrating promising practical applications 
despite some limitations. 

For future improvements, it is recommended to use a 
higher-quality camera to enhance detection accuracy, expand 
the dataset to 6,000 images for better model training, and 
upgrade the hardware, for example replacing the power bank 
and cable with a Li-Po battery to power the Raspberry Pi, and 
upgrading the drone for improved flying efficiency. 
Furthermore, developing a more user-friendly setup would 
facilitate seamless Raspberry Pi streaming and overall system 
operation. 
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