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Abstract—Security is the most important thing in sending 

secret messages through internet media. Cryptography is one of 

the techniques used for securing the messages by encoding so it 

cannot be read directly. This research proposes a cryptographic 

method by combining two cryptographic algorithms namely 

RSA and Vernam Cipher. The RSA algorithm strength depends 

on the quality of the key, which is generated by the formulation 

of two prime numbers p and q. The result of the formulation can 

encrypt the image pixel values beyond the boundary. RSA 

algorithm is modified to work better on the image and to 

accommodate encryption results with a larger range. For more 

robust image security, RSA is combined with Vernam Cipher 

algorithm. To test the performance of the proposed method, the 

histogram analysis, measuring entropy, and correlation 

coefficient, and the time required for the computation process 

were performed. Based on the combined results of both 

techniques proved that image security has improved because all 

measuring devices produced satisfactory values.  

 

Index Terms—Image Cryptography; Image Security; 

Encryption; RSA; Vernam Cipher 

 

I. INTRODUCTION 

 

The messaging security is of the utmost importance, 

especially to private and confidential messages. Currently, 

message delivery can be in various forms such as text, image, 

audio, or video [1] [2]. The Internet is a public network that 

can be accessed by everyone connected to it [3]. However, 

not all internet users use the internet properly. There are users 

who abuse the Internet to commit criminal acts such as data 

theft. 

There are various techniques for securing data transmission 

on the internet, such as cryptography, steganography, 

watermarking and digital signatures [4] [5] [6]. Cryptography 

is a technique for encrypting data [7], steganography is a 

technique for hiding data [8], watermarking is a technique 

used to provide copyright protection to the data [1], while 

digital signatures are used to perform data identification [9]. 

This research focuses on developing cryptographic 

methods on digital image. Cryptography has two main 

processes namely the encryption and decryption  [10] [11]. 

Encryption refers to the process of changing the image to 

appear random or even damaged, so it has a different meaning 

from the original image. In contrast, decryption is a process 

to restore the digital image into its original form. A key is 

required for performing encryption and decryption processes. 

 Cryptographic algorithm can be symmetric or asymmetric.  

Symmetric cryptography uses the private key, while 

asymmetric cryptography uses both private and public keys 

[8]. The cryptographic process for image is different from 

text and not all the cryptographic techniques on text can be 

used in digital image [12]. There are many cryptographic 

methods on digital image that have been used, such as 

Achterbahn [4], one-time pad [5] [13], RSA [6] [7], 

Scrambling System [10] [11] [14], even a combination of two 

methods or more to create super encryption [15]. Whereby, 

each method has its own differences and advantages 

respectively.  

RSA is a popular asymmetric cryptography technique. The 

RSA security level depends on the time it takes to find the 

private key. To maximize the security, RSA requires a large 

range of numbers [7].  However, the image pixel values are 

limited i.e 0 to 255, this will certainly make the RSA variation 

keys to be limited.  This limitation requires modification for 

RSA to work more optimal for image encryption.  

One-time pad is a symmetrical cryptography technique that 

uses the Vernam Cipher method. This method is difficult to 

solve if the used key is at the same length as the message, 

random, and only used once [1] [5].  

This study proposed a combination of two cryptographic 

techniques with double keys to improve the image security. 

This research is divided into several sections: Section II 

presents related works. Section III discusses the literature 

review. Section IV describes the proposed solution. Section 

V presents implementation and testing. Finally, Section VI 

concludes the study. 

 

II. RELATED WORKS 

 

Anane et al. study [7] the performance of RSA algorithm 

was tested on medical image with sizes of 512 * 512, 256 * 

256, and 128 * 128. They used MATLAB and Maple tools 

applications. Based on the testing results, RSA algorithm 

works well for encryption process of medical image as it takes 

less than one second to encrypt an Image. Whereby, the 

decryption process takes a longer time about 22 seconds for 

image size of 512 * 512.  

Shukla et al. [13] conducted cryptographic research using 

one-time pads algorithm (Vernam Cipher). They used text 

messages with sizes 100, 1000, 10000 and 100000 characters. 

The key is generated randomly with key length equal to the 

message length. The testing results showed that the proposed 

algorithm works well and it is very difficult to decrypt the text 

message without knowing the keys used. 

The RSA algorithm was proposed in [16]. It was combined 

with wavelet transform watermarking techniques to improve 

the security of medical images. The used medical images 

were of grayscale type with size 512 * 512 while the 

watermark was a grayscale image with size 64 * 64. The RSA 

algorithm was applied to the watermark image for improving 

its security. The combined methods can improve the security 
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in unsafe networks. 

Nkapkop et al. [6] proposed a combination of chaos and 

RSA cryptographic methods on digital images to improve 

their security. The tested Image size is 512 * 512 with 

grayscale type. RSA algorithm was applied first on the image 

followed by the chaos algorithm. However, the combination 

of two encryption algorithms requires two types of keys, 

namely RSA key and chaos lock. The testing results used the 

2.2Ghz i5 processor took about two seconds to process key 

pairing, encryption, and decryption. This shows that the 

combination of methods runs fast enough. 

In this research, RSA and Vernam Cipher algorithms are 

combined for securing digital images as they are difficult to 

solve. RSA is chosen because it is a popular and reliable 

asymmetric algorithm, while Vernam is chosen because it has 

the power on random key.  

 

III. LITERATURE REVIEW 

 

A. Rivest Shamir Adleman (RSA) 

RSA is a cryptographic technique that involves two kinds 

of keys, namely private and public keys [17]. RSA stands for 

Rivest Shamir and Adleman and it is a popular asymmetric 

cryptographic algorithm for securing data [16]. Data security 

depends on the key used, because the use of strong key makes 

it more difficult to decrypt the data. Public key used in RSA 

is not secret, but the private key must be kept secret so the 

encrypted message cannot be decrypted [6]. Both keys values 

must be different with large range of values to make the 

decryption process more complicated. RSA keys can be 

generated by mathematical formulas as described in the 

following steps. 

 

1. Choose two random primes defined as p and q. The 

prime numbers used should be large numbers for a 

higher level of security. 

 

2. Calculate value of n by multiplying p and q, using (1). 

𝑛 = 𝑝 × 𝑞 (1) 

3. Calculate the equivalent value of n using (2). 

∅(𝑛) = (𝑝 − 1) × (𝑞 − 1) (2) 

4. Choose a prime number randomly between 1 to 

∅(𝑛) which has no divisor factor of ∅(𝑛) to get e i.e. 

the public key. 

 

5. Calculate d private key using (3). 

(𝑒 × 𝑑)𝑚𝑜𝑑 ∅(𝑛) = 1 (3) 

From the above formula, the variable pair(𝑒, 𝑛), to obtain 

the public key and a pair of variables (𝑑, 𝑛) to obtain the 

private key. 

 

Furthermore, the encryption process can use (4), while the 

decryption process can use (5). 

𝐶 = 𝑃𝑒𝑚𝑜𝑑 𝑛 (4) 

𝑃 = 𝐶𝑑𝑚𝑜𝑑 𝑛 (5) 

where C is ciphertext and P is plaintext. 

 

B.  Vernam Cipher 

Vernam Cipher is part of a block cipher in classical 

cryptography using XOR operation. It can be unsolved 

algorithm if it qualifies these terms a) the key length must be 

same as the length of the plaintext, b) the used key must be 

random and c) should be used only once [13]. Cryptographic 

techniques can also be imposed on digital image [5] and [1]. 

The Vernam cipher algorithm is quite simple but with the key 

strength of cryptography makes it so difficult to solve [8]. 

Moreover, to perform the encryption process use (6) and for 

the decryption process use (7). 

𝐸(𝑥)  =  (𝑃(𝑥)  +  𝐾(𝑥)) 𝑚𝑜𝑑 𝑧 (6) 

𝐷(𝑥)  =  (𝐶(𝑥) −  𝐾(𝑥)) 𝑚𝑜𝑑 𝑧 (7) 

 

IV. PROPOSED SOLUTION 

 

A. Proposed Encryption Scheme 

To provide layered security to the message image, the 

proposed method requires three inputs i.e. message image, 

RSA key, and Vernam key. Figure 1 illustrates the process of 

image encryption.  

 

 
 

Figure 1: Proposed Encryption Scheme 

 

The proposed message encoding scheme is as follows: 

 

1. Create RSA keys using formulas (1), (2) and (3). 

2. Read the message image of m * n size. 

3.  Encrypt the message image using (4). When 

performing this encryption, the pixel values will 

exceed 255 or 28 − 1, so that the values will not be lost 

when stored. The encrypted values are divided and 

stored into two image pixels.  

4. With the use of two image pixels for storage, the 

encrypted values can accommodate up to 216 − 1. The 

encryption result will produce an image size 2 m * n. 

5. Create a Vernam key with a random function and a key 
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size same as image size after being encrypted with 

RSA. This is done to make the decryption process 

more difficult, because the key size is larger than the 

original image size. 

6. Perform the Vernam encryption process by using the 

formula (6). 

 

B. Proposed Decryption Scheme 

The image decryption process requires three inputs 

including an encrypted message image, RSA private key, and 

Vernam key. Similar to the encryption process, the image 

decryption process is done with two algorithms. Vernam 

algorithm is done first followed by RSA algorithm. Following 

is a detailed step of the decryption process. 

 

1. Read the encrypted message image and the Vernam 

key. 

2. Perform Vernam decryption process first with the 

Equation (7). 

3. Take the value of two pixels Vernam decryption 

image, then do the decryption process RSA using the 

Equation (5). 

4. From the decryption of two pixels obtained pixel 

reconstruction image value with the range 0-255. Save 

the decryption on a new pixel so that the image size m 

* n matches the original image. 

 

Figure 2 illustrates the process of decrypting the message 

image.  
 

 
Figure 2: Proposed Decryption Scheme 

 

V. IMPLEMENTATION AND TESTING 
 

In this study, the image encryption method will be 

implemented on a grayscale image with a size of m * n, where 

m and n = 256. The image message used is standard image 

that is used in image processing research. This research can 

be as reference to other researches. Figure 3 shows the images 

messages that are tested in this research. It also shows an 

image histogram; the histogram is used to perform analysis 

and comparison with the encrypted image histogram.  

  
(a) 

  
(b) 

  
(c) 

  

(d) 
 

Figure 3: Message image used with this histogram{(a) bicycle; (b) city; 

(c) mandrill; (d) gold hill} 

 

The next stage is the encryption process in accordance with 

the proposed method, namely RSA encryption followed by 

Vernam encryption. For example, the implementation of 

encryption of bicycle image message made RSA key with 

value p = 19 and q = 23, then got value n = 437, ∅ (n) = 396. 

The public key used (103, 437) and the private key used (223, 

437). Then, we get the result of image encryption with size 

2m * n, as shown in Figure 4. Based on the image encryption 

results by using modified RSA algorithm, it appears that the 

image seemed like multiplied by two. On the left side, the 

image is brighter and on the right side, the image appears 

darker. This is because one image pixel is split into two 

pixels. This is applied by RSA encryption values with 

relatively larger p and q values for accommodated purposes. 

The larger p and q values affect the number of RSA key 

variations; thus, RSA encryption becomes more robust. 
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(a) 

 
(b) 

 
(c) 

 
(d) 

Figure 4: Encrypted image using modified RSA algorithm {(a) bicycle; 

(b) city; (c) mandrill; (d) gold hill} 

 

The Vernam algorithm is then performed to provide double 

encryption to the image. Why is Vernam encryption done 

after RSA encryption and not vice versa? This is due to the 

nature of Vernam encryption that can randomize the image 

better than RSA. So that, the image of RSA encryption which 

consists of two images can be mixed into one encrypted 

image. This technique can deceive the unauthorized party to 

decrypt the image. The Vernam algorithm will be more 

secure if the used key is the same as the message size, 

random, and only once used. Key and message size also 

greatly affect encryption and decryption processes. A large 

key and message size will make the decryption process longer 

and more complicated. However, if the key is known, the 

encryption and decryption processes using Vernam algorithm 

can be computed very quickly. This is the second reason why 

Vernam algorithm is done after the RSA algorithm. Figure 5 

shows the image encryption results by using a combination of 

both algorithms. 

 
(a) 

 
(b) 

 
(c) 

 
(d) 

Figure 5: Encrypted image using modified RSA algorithm and Vernam 

Cipher {(a) bicycle; (b) city; (c) mandrill; (d) gold hill} 

 

Quality of the encryption results can be measured by MSE 

and PSNR. The value of the MSE is generated by comparing 

the original image with the encrypted image provided that the 

size of the two images must be the same, while the value of 

PSNR is obtained with logarithm values from MSE. The 

smaller value of PSNR and the greater value of MSE indicate 

the encryption quality is better.  But, the encryption result of 

the proposed solution makes the image form changing, where 

the original size of m * n changes to be 2m * n, so it cannot 

be measured with MSE and PSNR. Another way to measure 

the quality of encryption results is by analyzing the histogram 

and measuring the entropy values. Computational 

performance should also be measured to determine how long 

time it takes to perform the encryption process. Time taken to 

get the encrypted image is measured by tic toc function, while 

histogram analysis is done by using the imhist function in 

Matlab. Figure 6 shows the histogram results of the original 

message image and the encrypted message image. 
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(a) 

 
(e) 

 
(b) 

 
(f) 

 
(c) 

 
(g) 

 
(d) 

 
(h) 

Figure 6: Histogram of encrypted image {(a-d) encrypted image using 

RSA; (e-h) encrypted image using RSA and Vernam} 

 

Based on Figure 6, the image histogram after encryption 

changes drastically. Statistically, there is a striking difference 

between image messages and RSA encryption images, 

however, the distribution of pixel values is relatively not 

uniform. The distribution of pixel values appears relatively 

uniform after Vernam encryption performed, as shown in 

Figure 6 (e-h). Uniform distribution of pixel values in RSA 

and Vernam encryption histograms proves that the proposed 

method has good quality. Measurement of the quality of 

encryption is also calculated by entropy. Entropy is a possible 

probability that the encrypted image contains information 

about the key so that the encrypted image can be 

mathematically decrypted. Entropy can be calculated by the 

Equation (8). 

 

𝐸 = − ∑ 𝑝(𝑥)

𝐺=255

𝑥=0

𝑙𝑜𝑔2(𝑝(𝑥)) (8) 

 

where:   𝐸 = Entropy 

 𝐺 = range of pixel value 

 𝑝(𝑥)= incidence probability 

 

The perfect entropy value is 8, good encryption should 

yield an entropy value close to 8. Table 1 shows the results of 

entropy on the proposed method. 

 
Table 1 

Entropy of Encrypted Message Image 

 

Image RSA Only RSA and Vernam 

Bicycle 4.8888 7.9984 

City 4.8814 7.9982 

Mandrill 4.9772 7.9982 

Gold hill 5.0536 7.9983 

Average 4.9503 7.9983 

 

Based on Table 1 it appears that the average result of 

entropy is 7.99, the value is very close to 8, so it will minimize 

the probability of encrypted image can be decrypted by the 

irresponsible party. On the computing performance side, the 

proposed method is measured by the tic toc function of 

Matlab, table 2 shows the results of the time required for the 

computation of the encryption process 

 
Table 2 

Time Taken to get Encrypted Message Image (in seconds) 

 

Image RSA  Vernam Total Time 

Bicycle 1.27572 0.00164 1.27736 

City 1.19524 0.00784 1.20308 

Mandrill 1.38496 0.00214 1.38710 

Goldhill 1.31119 0.00279 1.31398 

Average 1.29178 0.00360 1.29538 

 

The used processor for computing process in this research 

is Intel Core i3 with the memory of 4 GB. Based on Table 2, 

the required encryption time is only 1.29 seconds, it proves 

that the proposed method has a fast computing performance. 

The next test is done in the decryption process. To measure 

the decryption quality used correlation coefficient which can 

be calculated by the Equation (9). 

 

𝑐𝑐 =
∑ ∑ (𝑀𝑎 − 𝑀𝑎

̅̅ ̅̅ )(𝑀𝑏 − 𝑀𝑏
̅̅ ̅̅ )𝑛𝑚

√(∑ ∑ (𝑀𝑎 − 𝑀𝑎
̅̅ ̅̅ )𝑛𝑚 (∑ ∑ 𝑀𝑏 − 𝑀𝑏

̅̅ ̅̅
𝑛𝑚 )

 (9) 

 

where:  ∑ ∑  𝑛𝑚 = sum of matrix value with size m*n 
 𝑀𝑎   = Matrix of message image 

 𝑀𝑏   = Matrix of recover message image 

 

The correlation coefficient is a formula to calculate the 

correlation between the original and the decrypted image.  

The perfect correlation coefficient value is 1 whereas the 

worst value is 0. Table 3 shows the correlation coefficient of 

the decryption of all image messages tested in this study. 
 

Table 3 

Correlation Coefficient of Recover Message Image 
 

Image Correlation Coefficient 

Bicycle 1 

City 1 

Mandrill 1 

Gold hill 1 
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Based on Table 3, it can be concluded that all images can 

be decrypted perfectly. While the time required to perform 

the image, decryption is shown in Table 4. 

 
Table 4 

Time taken to get Decrypted Message Image (in seconds) 
 

Image RSA  Vernam Total Time 

Bicycle 1.20885 0.00089 1.20974 

City 1.14935 0.00123 1.15058 

Mandrill 1.24785 0.00089 1.24874 

Gold hill 1.16773 0.00102 1.16875 

Average 1.19344 0.00101 1.19445 

 

Table 4 shows that the required decryption time in the 

proposed method for the tested image is very fast with an 

average value of 1.19 seconds. 

 

VI. CONCLUSION 

 

This research combines improved RSA algorithm and 

Vernam algorithm. The improved RSA algorithm can 

increase the variation of public and private keys values during 

the encryption process, as well as changing the image shape 

making the message more difficult to guess. These results are 

combined with the Vernam algorithm and a large random key 

size. The result makes the encryption more complicated as 

evidenced by the uniform distribution values in the histogram 

and the excellent entropy value of 7.99. Moreover, reasonable 

fast computing time and light calculation process allow this 

method to be implemented on mobile devices.  
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