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Abstract—This paper investigates the security of the
KTANTAN block cipher against differential fault analysis. This
attack is considered to be first side channel analysis of
KTANTAN in the literature. KTANTAN is a relative to the
KATAN block cipher. Therefore, the previous fault analysis on
KATAN family of block cipher is revisited. Similar to KATAN,
KTANTAN has three variants namely KTANTAN32,
KTANTAN48 and KTANTANG64. The inner structure of
KTANTAN is similar to KATAN except the key schedule
algorithms. KATAN has been practically broken by using fault
analysis, employing a transient single-bit fault model, with the
assumption is that the attacker is able to inject faults randomly
into the internal state of the cipher. The attack is empowerd by
extended cube method similarly as applied on KATAN. The
complexity of this attack is 27 for KTANTAN32 and 276 for both
KTANTAN48 and KTANTANG64. Furthermore, based on the
obtained results, this paper concludes that KTANTAN is more
robust against fault analysis compared to KATAN.

Index Terms—Cryptanalysis; KATAN/KTANTAN; Cube

Attack; Fault Analysis.
I. INTRODUCTION

KTANTAN is a lightweight block cipher designed for small
devices and usually used in embedded system. KTANTAN is
designed to be an efficient hardware-oriented block cipher as
proposed in KATAN/KTANTAN family [1]. There are so
many research works [2][3][4][5][6] on KATAN found in the
literature compared to KTANTAN. In this paper we provide
the first side-channel attack on KTANTAN. Previously,
KTANTAN have been attacked in standard mathematical
attack model by using meet-in-the-middle technique
[71[8][9][10] and has been practically broken by using related
key attack [11]. Meanwhile, Abdul-Latip et al. in [2] have
analyzed KATAN block cipher by using side-channel fault
analysis. For KATAN32, there were 21 subkey bits have been
successfully recovered from four faulty rounds by using on
average 115 fault injections. For KATAN48, also from four
faulty rounds, 25 subkey bits were obtained by using on
average 211 fault injections. For KATANG64, as well as
KATAN48, 25 subkey bits have been recovered by using on
average 278 fault injections at five efficient rounds. Later, in
2013, Song and Hu [12] provided new results on fault
analysis of KATAN by using single-bit fault model on the
three variants of KATAN by utilizing the earlier round of the
cipher and recovered the whole 80-bit secret key with 132, 44
and 52 fault injections respectively. KTANTAN has similar

structure (except the key schedule) with KATAN, therefore
KTANTAN may also be vulnerable to fault analysis. The
same method (as implemented in [2]) with some modification
is employed in this study.

Our work in this paper is motivated by the investigation of
KATAN block cipher against fault analysis. Therefore, in this
paper, the sibling of KATAN named KTANTAN is studied.
By using the same method (with some modification) as
applied in KATAN, our study shows that KTANTAN with
fixed key schedule is more robust against differential fault
analysis compared to KATAN.

This paper is organized such that in Section Il, a brief
description on innovated differential fault attack is provided.
The description of KTANTAN is explained in Section Il1. In
Section 1V, methods of fault analysis on the KTANTAN
family of block ciphers are presented. Section V discusses the
results of the attack and finally, the conclusion is presented in
Section VI.

Il. DIFFERENTIAL FAULT ANALYSIS

Differential fault analysis (DFA) was firstly introduced by
Biham and Shamir in [13]. The idea of DFA is to analyze the
cipher by compromising the implementation of the cipher.
DFA is a type of side channel attack. The internal state of the
cipher is injected with a fault to make corruption in the
internal state. By doing this, at the end of the encryption
process, some information regarding the internal state can be
obtained which lead to the recovery of the secret key. Abdul-
Latip et al. have enriched the DFA method (single-bit fault
model) with cube [14] and extended-cube methods [15] as
described in [2]. The fault is transient rather than permanent.
In this model, it is assumed that the attacker can cause one bit
error into the internal state of a cipher during its execution
without disturbing the bit position permanently. Furthermore,
the attacker can choose the target round to do the fault
injection. In this innovated method, the attacker can
determine the position of the faulty bit in the internal state by
using differential characteristics. This task is done by using
cube of size 1 applying cube attack. Cube of size 1 in cube
attack is equal to the standard differential in which we flip the
value of a single bit of the internal state from 0 to 1 or vice
versa through fault injection. By implementing cube attack,
low degree polynomial (linear and quadratic) equations can
be obtained. From the equations, to recover the secret key,
only independent equations are chosen to be solved using, for
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example, Gaussian Elimination.

Table 1
Position of Chosen Bits to Enter f, and f,

The key schedule for KTANTAN is fixed while for KATAN,
the key schedule is repeatedly clocked as the linear-feedback
shift register (LFSR) which is clocked twice after two subkey;
ka and kyp which are 2; and 2;.; are extracted.

KTANTAN32 KTANTAN48  KTANTANG64
Chosen  x1 12 18 24 Algorithm 1 KTANTAN Encryption
bit to x2 7 12 15 INPUT:Round-key(ka and kb), irregular update, IR and plaintext, P
enterf,  x3 8 15 20 OUTPUT: Ciphertext, C
x4 5 7 11 1: Load plaintext, P into L1 and L2
x5 3 6 9 2: For r=0to 253 do
Chosen  y1 18 28 38 3: Get ka and kb
bit to y2 7 19 25 4: Apply fa and fb
enterf, y3 12 21 33 5: Update L1 and L2
y4 10 13 21 6: Update round counting LFSR, T
y5 8 15 14 7 End For
y6 3 6 9 8: Generate ciphertext, C

I11. A BRIEF DESCRIPTION OF KTANTAN

KTANTAN is a family of block ciphers that was designed
to meet the requirements of small devices with limited
resources [1]. There are three variants of KTANTAN named
according to the block size; KTANTAN32, KTANTAN48
and KTANTANG64 with block size 32, 48 and 64 bits
respectively. All variants accept 80-bit keys as the input. The
differences between all variants are, first and definitely, the
size of plaintext, P and the length of register L1 and L2.
Besides, all the three variants can also be differentiated in
terms of the position of bits that are chosen to enter nonlinear
functions (as in Table 1) and the number of nonlinear
functions used in each round. For KTANTAN32, the
nonlinear functions, f, and f,, only used once while for
KTATANA48, in one round of the cipher the functions f, and f,
are applied twice. First, a pair of nonlinear functions is
executed, the registers are then updated, and then the two
nonlinear functions are applied again by using the same
round-key bits. In KTATANG4, each round applies f, and f,
three times. As presented in Algorithm 1, for encryption, the
KTANTAN block cipher retrieves plaintext, round-key and
irregular update sequence (IR) as the inputs and produces
ciphertext, C as the output after 254 rounds, i.e the complete
cycle of the encryption. The input plaintext is loaded into two
registers, L1 and L2. Then, two nonlinear functions, f, and f,
take place by choosing certain bit from the plaintext sequence
to enter f, and f,. The two nonlinear functions, f, and f,, are
shown in Equations (1) and (2).

fa(Ll) =L, [Xl] + L [X2] + (L1 [X3] Ly [X4]) + (Ll (1)
[X5] - IR) + Kka

fo(L2) = L2 [y1] + L2 [y2] + (L2 [y3] - L2 [y4]) + (L2 @)
[y5] - Lz [y6]) + ko

The position of chosen bit to enter the nonlinear functions
is as presented in Table 1. As shown in Equation 1, in each
round, IR is applied into fa. There are 508 subkey bits used in
254 round of KTANTAN. Each round requires two subkey
bits; ka and k,. These subkey bits are then used in f, and fy,
respectively. After completing f, and fy, the registers L; and
L are updated, where the most significant bit (MSB) falls into
nonlinear function f, and the least significant bit (LSB) is
loaded with the output of two nonlinear functions (LSB of L1
is the output of f, and otherwise). At the end, ciphertext, C is
generated. KTANTAN is the sibling of KATAN. The
structure is same for both KATAN and KTANTAN (refer
Figure 1 in Appendix). The only different is the key schedule.

The 80-bit secret key in KTANTAN are treated in the form
of five words with 16 bits each. From each word, by using a
MUX16to1, the same bits of MSB are chosen. Then, out of
the five bits, only one bit is chosen. Let 80-bit key is denoted
as K = wa||ws]|wa||w1|[wo, whereby the least significant bit of
Wo is the least significant bit of K, and the most significant bit
of ws is the most significant bit of K. Then, let denote T as
the round-counting LFSR (T~ is the most significant bit), then,
let ai = MUX16tol(wi, T7TeTs5T4), where MUX16tol(x, Y)
gives the yw bit of x. The ks and k, of KTANTAN are as in
Equations (3) and (4).

ka=~Tz:~Ts- (ao) + (T3 OR TZ) ' (3)
MUX4tol(asasazas, T1To

kn=~T3 Tz (a4) + (T3 OR ~T2) : (4)
MUX4to1(azazaiao, ~T1~To)

As stated in [1] only one bit is used twice, 15 bits are used
four times, and the remaining 64 bits are used 3 times. Most
of the bits are used at least five times. Further detail of key
bits used in 254 rounds of KTANTAN can be found in [1].

Table 2
Irregular Update Sequence (IR) of KTANTAN
Round IR Round IR
0-9 1,1,11111,,0,0 130-139 1,0,1,0,0,1,1,1,0,0
10-19 1,1,0,1,01,0,1,0,1 140 - 149 1,1,01,1,0,0,01,0
20-29 1110110011 150 - 159 1110110111
30-39 0,0,1,0,1,0,0,1,0,0 160 — 169 1,0,0,1,0,1,1,0,1,1
40-49 0,1,0,0,0,1,1,0,0,0 170-179 0,1,0,1,1,1,0,0,1,0
50 -59 1,1,1,1,0,0,00,1,0 180 - 189 0,1,0,0,1,1,0,1,0,0
60 — 69 0,0,0,1,0,1,0,0,0,0 190 - 199 0,1,1,1,0,0,0,1,0,0
70-79 01,1,1,11,00,1,1 200 - 209 1,1,1,1,01,0,0,0,0
80-89 1,1,1,1,01,01,0,0 210-219 1,1,1,0,1,01,1,0,0
90-99 0,1,0,1,0,1,0,0,1,1 220229 0,0,0,1,0,1,1,0,0,1
100-109 0,0,0,0,1,1,00,1,1 230-239 0,0,0,0,0,0,1,1,0,1
110-119 1011111011 240 - 249 1,1,0,0,0,0,0,0,0,1
120-129  1,01,0,01,01,0,1 250 - 253 0,0,1,0

The comparisons between previous results and our new
results on KTANTAN are listed in Table 3. As presented, the
previous works are based on attacks in standard and related
key attack model. In our study we provide the first side-
channel attack on KTANTAN.

IVV. DIFFERENTIAL FAULT ANALYSIS ON KTANTAN

In this paper we apply the attack that was proposed and
used by Abdul-Latip et al [2] on KTANTAN family of block
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ciphers. The original proposal [1] of the cipher and also the
referred bit-sliced implementation [3] as used in KATAN
were also applied in this work. The same fault model i.e.
transient single-bit fault model is used. However we only
consider our attack in abstract model. We assume that the
attacker is able to inject a single bit fault into the internal
state. The attacker is free to choose the target round to inject
the fault. The fault is randomly injected into the internal state
as the attacker is not able to hit the specific target of the
internal state. By using this method, it allows us to extract
enough number of independent linear and quadratic equations
that are solvable. Then, to recover the 80-bit secret key of
KTANTAN, the key schedule of KTANTAN is used.

The procedure of the attack is presented in Algorithm 2. As
listed in Algorithm 2, there are six steps of differential fault
attack in this study. The attack requires plaintext and
ciphertext as the input. To obtain low degree polynomial
equation, extended cube method is applied. As in Algorithm
3,4 and 5, later all obtained linearly independent equations is
solved by using Gaussian Elimination to recover the key bits.

Table 3
Some Results of Attack on KTANTAN
Variant Time Attack Technique  Reference
Complexity Model of Attack

KTANTAN32 27 Side Differential ~ Section V
KTANTAN48 276 channel  fault attack in this
KTANTANG64 276 paper
KTANTAN32 2% Related  Related key [11]
KTANTAN48 24 Key
KTANTANG64 2%
KTANTAN32 275170 Standard  Meet-in- [8]
KTANTAN48 275044 the-middle
KTANTANG64 275584 attack

(MITM)

(3-subset

MITM)
KTANTAN32 2729 Meet-in- [9]
KTANTAN48 2738 the-middle
KTANTANG64 2744 attack

(MITM)

(Improved

MITM)
KTANTAN32 26806 Meet-in- [10]
KTANTAN48 27092 the-middle
KTANTANG64 27309 attack

(MITM)

(Guess then

MITM)

p(X1, ..., Xn) :Master polynomial

Xiy « « + s Xn : Secret and public variables

ti : Maxterm if superpoly in p is linear
polynomial

pS(i) : Superpoly of t; inp

g(X1, . . ., Xn) Monomials that misses at least one

variable from t

Therefore, same as using the linearization method, as we
consider that the fault occurred in the earlier round and there
might be a too complex polynomial exists, we used cube
based method in this work. We assume that the master
polynomial as the black box. Therefore, in Algorithm 3, we
define all input in the register (L1, L2 and key register) as the
new variables. Then, by using cube size 1, which equal to
single-bit fault model, we compute the differential of the
ciphertext by XORing faulty and non-faulty ciphertext bits.
The generated linear and quadratic equations stored in text
file.

Algorithm 3 Extracting Low Degree Polynomial Equations

INPUT: Plaintext and secret key
OUTPUT: Linear and quadratic equation

1: Define each bit in registers L1 and L2 and key bits as new
variables

2: Apply cube based method

3: Collect all linear and quadratic equation

To determine the faulty-bit positions of the internal state,
we use differential characteristics (refer Algorithm 4). The
difference characteristic corresponding to any bit position of
the internal state of a cipher is a string that was obtained by
XORing the non-faulty ciphertext and the faulty ciphertext.

Algorithm 4 Fault Position Determination

INPUT: Non-faulty ciphertext and faulty ciphertext
OUTPUT: Difference characteristic

1: Construct a difference characteristic for each internal state bit by
referring to the error propagation of faulty bit.
2: Represent difference values 0 and 1 respectively for the

corresponding characteristic bits with probability 1, while the -
sign represents unknown values (i.e. can be either 0 or 1).
Constant 0 and constant 1 superpolys indicate values 0 and 1 in
the difference characteristic bits respectively

3: Find this exact position of faulty bit

The differential fault attack applied in this study uses
extended cube method as described in [15] and [2]. The
subkey can be recovered by solving simple independent
linear and quadratic equations in GF(2) from master
polynomials.

Algorithm 2 Differential Fault Attack on KTANTAN

Next, as shown in Algorithm 5, is the algorithm to find
efficient rounds, we determine the distribution of the linear
and quadratic equations that can be obtained from non-faulty
and faulty ciphertext differential when bits of the internal
state; LiL, is induced by a fault bit by bit (one bit at one time).
From the distribution chart, KTANTAN same as KATAN
yields high number of quadratic equations compared to linear
equations.

INPUT: Plaintext, ciphertext
OUTPUT: Recovered subkey

1: Extended Cube (cube of size 1)

2: Solve all gathered linearly independent equations that contain
subkey by using Gaussian Elimination

3: List all recovered subkey

Algorithm 5 Finding Effective Rounds for Fault Induction

The master polynomial is assumed as a black box and is
shown as in Equation (5).

P(X1, . .y Xn) =t - pS(I) + A(Xa, . . ., Xn) 6]
where:

INPUT: Faulty bit
OUTPUT: Distribution number of linear and quadratic equation

1: Apply cube and extended cube methods considering cubes of size

2: Determine the rounds which contain a high number of quadratic
and linear equation

3: Analyze the distribution of the linear and quadratic

Agreed with [2], the fault attack on KTANTAN is well
done if faults are induced into the internal state within these
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specific effective rounds (round that contain high number of
linear and quadratic equations).

V. FINDINGS AND DISCUSSIONS

After applying differential fault attack on KTANTAN, we
managed to obtain similar distribution of linear and quadratic
equation for all variant of KTANTAN same as KATAN [2].
In addition, the differential characteristics constructed in our
work are also similar with KATAN in [2]. Besides, the
polynomial obtained from each efficient round as in KATAN
is also similar except for the key bits. The comparison of the
appeared subkey bit in the polynomial equations is as in Table
4. The same findings on differential characteristics and
distribution of linear and quadratic equations of KTANTAN
and KATAN are because they are composed of the same inner
structure.

Table 4
Comparison of Subkey Bit Indices Appeared in the Polynomial Equations
of KTANTAN and KATAN

Variants Faulty  Ciphertext KTANTAN KATAN
bit Bit
Differential
KTANTAN/ sl c22 $23 +528 + §23 + 528 +
KATAN32 k15 + k492 +
s21*s24 + 0 s21s24
KTANTAN/ s2 c23 s24 + 529 + s24 + 529 +
KATAN32 k31 + k490 +
$22*s25 $22525
KTANTAN/ s5 c34 s38 +s44 + s38 + 544 +
KATAN48 k31 + k494 +
$33*s41 $33s41
KTANTAN/ s8 c37 s41 + s47 + s41 + s47 +
KATAN48 k63 + k492 +
s36*s44 536544
KTANTAN/ s41 c5 s19 +s32 + s19 +s32 +
KATANG4 k63 + s3*s8 k497 + s3s8
+ s15*s27 + 515527
KTANTAN/ s42 c6 s20 +s33 + s20 +s33 +
KATANG64 k63 + s4*s9 k495 + s4s9
+516*s28 + 516528

Atround, r = 211 until r = 253, the lowest subkey bit index
was k14 and the highest is k63, while for KATAN, the lowest
index is k474 and the highest is k500. All subkey bits are
found began to appear in quadratic equations. The result of
differential fault attack on the three variants of KTANTAN is
summarized in Table 5. Asshown in Table 5, only six subkey
bits have been found for KTANTAN32 which requires on
average of 115 fault injections at r = 231, 237, 243 and 249.
For KTANTAN48 and KTANTANG4, only four subkey bits
have been recovered with 211 and 278 fault injections
respectively. For KTANTANA48 the subkey bits appeared at
round r = 234, 238, 242, 246 and 250 and for KTANTANG64,
the subkey bits recovered at r = 236, 238, 242, 246 and 250.
More information about the findings obtained for
KTANTAN32 can be found in Table 6 - 9 for KTANTAN32
(as in Appendix).

Table 5
Results of Differential Fault Attack on KTANTAN
Variant Complexity ~ Number of Faulty Recovered
Fault Round, r Key
Injection
KTANTAN32 27 115 231, k14, k15,
237, k31, k47,
243,249 k60, k63
KTANTAN48 27 211 234, k15, k31,
238, k47, k63
242,
246, 250
KTANTANG4 276 278 236, k15, k31,
238, k47, k63
242,
246, 250

VI. CONCLUSION

This paper presents the first differential fault attack on
KTANTAN family of block cipher. By applying the same
method as applied in KATAN which is transient single-bit
fault model, the results obtained conclude that KTANTAN is
more robust compared to KATAN against differential fault
attack with less key bits can be recovered. The results by
using side channel differential fault attack yields the attack
complexity 274 on KTANTANS32 and 276 (for KTANTAN48
and 64). Meanwhile, for KATAN32/48/64, the complexity of
the attack is 2%° for KATAN32 and 2% (for KATAN48 and
64). The "burnt" key in the key schedule of KTANTAN helps
in reducing the number of key bits that can be recovered by
using differential fault attack. Further research and
investigation on KATAN and KTANTAN key schedules are
strongly recommended.

APPENDIX
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Figure 1: Structure of KATAN/KTANTAN
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Tables 6 - 9 show the polynomial equations obtained at

round, r = 231, 237, 243, 249 for KTANTAN32.

Table 6
Findings at r = 231

Faulty Bit in Ciphertext Bit Polynomial
Internal State Differential Equation
s8 c7 s10
S9 c8 s11
S10 c9 s12
S11 cl7 s9
S19 c28 S22
S20 c29 s23
S21 c30 s24
S22 c31 525
Table 7

Findings at r = 237

Faulty Bit Ciphertext

Faulty Bit Ciphertext

in Internal Bit Polynomial Equation
State Differential
s4 €25 §26 + s31 + k63 + 524527

c21 s2

cl s7 +518 + k31 + s3s8 + 510512
s18 c4 s21

cl s4 + 515 + k47 + s0s5 + s7s9
s19 c5 S22

c2 s5 + 516 + k63 + s1s6 + s8510
s21 c7 s24
S22 c8 s25

c5 s19
s23 c9 s26

c6 s20
s24 cl0 s27

c7 s21
s25 c20 s21 +s23 + 531 + k60 + k63 +

§19522 + 524527 + 1
c9 523
Table 9

Findings at r = 249

Faulty Bit Ciphertext

in Internal Bit Polynomial Equation
State Differential
sl c28 s19 + 523 + 528 + k15 + 521524
c24 §22 + 526 + s31 + k63 + 524527
c6 s6
c4 s4 + 515 + k47 + s0s5 + s7s9
s2 c29 $20 + S24 + 529 + k31 + s22s25
c27 s4
c25 s0
c5 s5 + 516 + k63 + s1s6 + s8s10
s3 c30 s25 + 530 + k31 + 523526
c28 s5
c26 sl
cl2 s8
c6 $6 + 517 + k63 + 5257 + 59511
s4 c27 s2
c7 s7 + 518 + k31 + s3s8 + s10s12
s5 c30 s7
c28 s3
c21 521 + 526 + k60 + s19s22
c8 s19
s9 c2 sll
s10 cl2 s12
sll c7 s9
512 cl2 s10
s19 c22 s22
s20 c23 s23
s21 c24 s24
s22 c25 s25
s23 c26 526
cl2 s20
s24 c27 s27
c20 S7 + 518 + 522 + 527 + k14 + k31 + s3s8
+510s12 + 520523 + 1
cl3 s21
Table 8

Findings at r = 243

Faulty Bit Ciphertext

in Internal Bit Polynomial Equation
State Differential
s0 c21 §22 + 527 + k14 + s20s23
sl c27 S6
c22 §23 + 528 + k15 + s21s24
c20 s3
s2 c28 s7
c23 s24 + 529 + k31 + 522525
c21 s4
c19 sO
s3 c24 s10
c22 s5
c20 sl
c0 S6 + 517 + k63 + 5257 + 59511

in Internal Bit Polynomial Equation
State Differential
s4 c19 §22 + 526 + s31 + k63 + 524527
s5 c20 sO
s21 cl s24
s23 c3 $26
c0 s20
525 c2 522
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