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Abstract—Wi-Fi Direct technology is enabled to support
multiple services to be done via Wi-Fi connection. It provides the
most efficient method to develop ad-hoc community among
mobile devices for connecting quickly with one another without
needing an access to the network. It allows communicating at
common Wi-Fi rates for various applications including
document exchange and online connection. This one-stop WiFi
Direct application is able to connect a device to a single device at
a time, i.e., only peer to peer communication is allowed within
one hop. Hence, multi-device communication within multi-hop
distance in a trusty Cognitive Radio (CR) network environment
is in demand. This paper presents the development of an
Android-based application with optimum cloud routing service
to transfer files or chatting via Wi-Fi Direct technology in CR
network. A system is developed using smartphones (with
developed applications) and nodes with WI-FI connection. An
indirect multi-hop routing approach is created if more devices
transfer files simultaneously from hop to hop. After login and
initializing, a device discovers the neighboring nodes first and
then connects those (as necessary) to transfer a file or start
chatting. The very moment a connection is established, a log file
is generated in internal memory and save a backup copy in cloud
containing necessary networking information of the client
devices. The aim of these backup log files is for forensic
investigation for intrusion detection/prevention and secured
communications. Then the chatting or file transfer is carried out
between the connected devices either in single or multi-hop
routes. Results show that the system’s efficiency is around 92 %.
It shows that multi-device, multi-hop Wi-Fi Direct services can
be implemented using Android devices with Eclipse Java
programming in CR networks.

Index Terms— Cognitive Radio Network; Cloud-based
Routing; Peer to Peer Multi-hop Communications; Resource
Allocation; Wi-Fi Direct.

I. INTRODUCTION

The benefits of Wi-Fi Direct is the capability to make link
among products from various companies. The units should be
agreeable with Wi-Fi Direct to determine a peer-to-peer
hookup that exchanges information immediately between one
another with a considerably minimum setup. The "pairing" of
Wi-Fi Direct gadgets may be created for the need of a whole
area interaction, a Wireless transmission for all of the units.
Wi-Fi Direct might not just change the necessity for routers,
but may, in addition, replace the necessity of wireless access
point with programs which do not depend on reasonable
energy [1-5].

Android OS is a Linux-based cellular phone OS created by
Google. Android is exclusive working platform because it

provides information and guidelines to use in hardware and
smartphones [6-7]. It comes down set up on a number of
smartphones and tablets, supplying customers’ accessibility
to Google Chrome, YouTube, Maps, Gmail, etc. just like a
PC.

The analysis provides that cloud storage does have more
strengths for subsequently different competing storage
strategies. Data stored in cloud storage can be access from
anywhere that features online accessibility. Together with the
proper storage space program, one can actually enable other
individuals to gain access to the information, flipping a
private task into a collective work. This proves that the cloud
storage is very convenient for the user as it is very flexible for
use [1-7].

The reason cloud is chosen for this research is to store data
and routing path automatically in the cloud. This can be easy
for node tracking purpose. Every time a new path is taken, the
routing path can be backed up to the cloud in the form of the
log file. By backing up the routing path, may enable the use
of log files for further analysis for security purpose. By
accessing the log file, any third party node or hackers who try
to tap information from the path can be traced.

One of the major promising features that the Cloud
provides is Auto Backup. Data can be backed up in the
background without bothering the wuser once this
configuration is set up. Even though the device is turned off
during the preset backup time, data can be backed up the
moment the device is switched on when there is internet
connection [6-10]. Besides, the cloud storage has a feature
called the archive backup, which enables the cloud to update
the storage with a new copy of data each time there is an
update done to the data file while preserving a copy of the old
file for each version with a time-stamp. Users are allowed to
access their data stored in the cloud only when they provide
the right login information and password. Besides that, data
can be encrypted while storing and retrieving data from the
cloud. This can prevent the intruder from tapping the data [8-
9].

Cloud routing has many advantages though there are some
issues regarding routing algorithm need to be resolved. One
of those is cloud routing consume very high energy in ad hoc
networks. The main reason ad-hoc network consume energy
is due to the attempts to search and transfer packets to the next
participating node in an acquired route. The distance between
nodes also another important contributing reason for the total
energy consumption. This drains the mobile device’s stored
energy quickly. So, the best routing protocol needs to be
chosen. Besides, internet connectivity is essential to transfer
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files or documents to cloud for each node. Users using Wi-Fi
direct technology have no track record of the neighboring
devices connected to it. This could lead to security breaching
issues. A suitable platform is required to provide a working
environment to overcome the above problems.

This paper aims to develop a Cognitive Radio (CR)
network test-bed including an Android application as a
platform and a cloud-based routing to transfer files via Wi-Fi
Direct Technology and save a copy of the route taken as a log
file in the cloud.

Il. THE OPTIMUM ROUTING PROTOCOL SELECTION

There are many routing protocols available for ad hoc CR
networks including, Ad-hoc On-demand Distance Vector
(AODV), Dynamic Source Routing (DSR), Destination-
Sequenced Distance Vector (DSDV), Optimum Link State
Routing (OLSR), and Bellman Ford [10-18].

The protocols have their pros and cons as shown in Table
1. The protocol needs to be chosen to ensure optimum routing
path and less energy consumption. Hence, OLSR is best
suited for this research involving ad-hoc CR network with
mobile devices. Besides, OLSR is suitable to implement in
most of the android based mobile devices for wireless
services.

Table 1
Routing Protocol Comparison

REACTIVE PROTOCOLS | PROACTIVE PROTOCOLS
Featuras/Protocols
AODV DSR DSDV
Stability v v
Delay(high) v v v
High Mobility v v x
Routing Load (less) v v
Efficient Route Maintainance x v
Performance 4 4 v
Throughput v x
Loop Free v v v v
Scalability x X x X
Fastest &
. . Shortest Shortest Shortest
Routing Metrics shortest
path path path
path
Reliability v v v v

IIl. THE SYSTEM MODEL

We considered 10 stationary access points (APS) as
primary users (PUs), who are fixed in their specific location
and the SU can change their locations as per need. The PUs’
has 13 specified 2.4 GHz dedicated channels for their own
use, which are non-identical to avoid inter-channel
interference. The Android-based smartphones and tablets are
considered as SUs. APs are located at various distances from
the SUs with multiple hops.

For experiments, we assumed noise floor between -45 dBm
to -100 dBm, which includes clean sunny weather to harsh
weather (heavy rain with thunderstorm). Figure 1 shows the
overall system scenario, whereas Figure 2 shows the system
workflow.
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Figure 2: Overall system flow

IV. ANDROID SDK

To create a new application in Android Platform, Software
Development Kit (SDK) is needed. The SDK consists of an
extensive collection of advancement resources including a
debugger, libraries, a tool emulator predicated on test
guideline, QEMU, files, and lessons. The developed SDK
application is simulated first in PC environment to find its
efficiency before uploaded to smartphones and tablets. The
programs comprise of computer systems running Linux
software and Android java editor (Eclipse using the Android
developing Tools (ADT)) [3]. The simulation flow is shown
in Figure 3.
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Figure 1: System Overview

V. EXPERIMENTS AND MEASUREMENTS

F The experimental set-up scenario is shown in Figure 4. We

No. of nodes = 10 used 10 WLAN access points (AP) as PU, and 8 smartphones

o s o & two tablets as SU set in an indoor (lab building) and
l outdoor (open playground) environment alternately. All the

SU devices are equipped with developed application platform

e TR« " Graphical User Interface (GUI). The developed application
package was installed on smartphones and tablets. The

l measurements (applications/services) include received signal

DLecovimin N strength (RSS), neighbour nodes detection, log file
EMAILA: generation, multihop file transfer, chat service, and route to

l the cloud (cloud storage). They were measured in the CR

Set Network type (Bluctooth/Wifi/36) network in terms of 10 ‘Trials’ repeatedly for a particular

Simulation time = 50 seconds

experimental set-up. The experiments were repeated 10 times
| for each application at three different time duration
(Clear/sunny morning, Cloudy noon, and Clear evening) on
three different days and saved the detection rate accordingly.
Finally, we calculated the average for all values and plotted
to compare for the different attempt.

For Iteration=1-K

‘ Select Source node & Destination node randomly

¥

Sense the Neighbors’ nodes
Calculate the distance from source node to destination node @

Channel 1 @
65 d?ff‘/ S s Channel 3
Set Bandwidth (Mbps) BW_Wifi=54; BW_3G=2; BW_BT=24; -
. 71 dBm
Decide the network technology (either to use Bluetooth/Wifi/3G): e @)
Get the required service, — 105 dBm
check each source& destination nodes distance to WiFi access point (AP_dist), o
check bandwidth requires from that kind of services .50 dBm . Channel 5
check the user capacnty remain s
check the i for the N S
e R

Android SmartPhone o ~
After decision is made, apply path from source @ #

to destination. Channel 9
l Channel 10
Calculate hop counts (from source to Figure 4: Experimental system model for cognitive radio detection and
destination) routing

VI. RESULTS AND DISCUSSIONS

Next iteration until
Simulation time=0

For channel detection and communication in CR network,
the similar techniques as in [1-5, 16-18] are used in our test-
“ bed as shown in Figure 4. Channel detection for SU’s use is
shown in Figure 5.

Figure 3: Application platform development flow using SDK
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Figure 5: Main GUI of application

The application discovers nearby devices which are
connected to the same WiFi access point to establish a peer-
to-peer (p2p) CR network to communicate with them directly.
It displays the user’s Device name, its availability status and
the nearby discovered devices as shown in Figure 6 with
peering confirmation.

By clicking at a neighbor device with whom a user wishes
to communicate, he/she can view all the necessary
information about the neighboring device including MAC
Address, Name, Primary Type, Secondary Type, WPS,
Status, Group Owner Address, Interface Address, just by
selecting it from the list. Then, able to communicate with it
through Connect and Disconnect as shown in Figure 6.

o 12:09 AM

1Stop WiFT Direct

Disconnect

| Connect

Figure 6: GUI with discovered devices information

Clicking Connect button, the connection can be established
and a log file will be generated along with a popped message
that pops up notifying “Log File Generated” as in Figure 7.
This log file is stored in internal memory of the device.
Internal memory was chosen because it is safe to use.

\",2 Log File Generated!

Figure 7: Log file is generation

The created log file named LogFile.txt is in text file format.
For every new connection, log files are generated with
relevant information of the connected devices. A record is
created for all the connected devices with necessary
information of the device such as Connected time and date,
Device MAC Address, Device Name, Primary Type,
Secondary Type, etc as in Figure 8. A channel detection log
file (As per Figure 5) is shown in Figure 9.

y: G

LogFile.txt

Log generated date and time : 2014-04-29
02:24:11

Device: Android_Nayeem
deviceAddress: 76:45:8a:41:39:36
primary type: 10-0050F204-5
secondary type: null

wps: 392

grpcapab: O

devcapab: 37

status: 3

wfdinfa: null
groupownerAddress: null
GOdeviceName: null
interfaceAddress:

SConnectinfo : null

Log generated date and time : 2014-04-29
02:25:29

Device: Android_Nayeem

deviceAddress: 76:45:8a:4f:39:36
primary type: 10-0050F204-5

secondary type: null

wps: 392

grpcapab: O

Figure 8: Connected devices details recorded in Log File

content://com.android.htmifileprovi ge/

d/0/wifi.txt

LOG GENERATED ON: 11-3-2015 8:28:6
Latitude: 6.4315232 i
Longitude: 100.1857375] ;
Frequency: 2412 RSSI: -71dBm BSSID: c0:4a:00:5e:b7:18 (4
[Frequency: 2437 RSSI: -57dBm BSSID: 00:16:b6:a6:97:51 (1
Frequency: 2437 RSSI: -63dBm BSSID: 00:16:b6:a6:9f:5d (2
Frequency: 2427 RSSI: -75dBm BSSID: 14:cc:20:e8:11:5a (50% free)
(8
(4

% free)l- bind

Frequency: 2452 RSSI: -54dBm BSSID: f4:ec:38:ad:3a:fa
Frequency: 2462 RSSI: -52dBm BSSID: 10:fe:ed:c6:97:ec
Available Channel for Secondary User: 7

[LOG GENERATED ON: 11-3-2015 8:30:25 }——— petect
Latitude: 6.4315242

Longitude: 100.1857403
Frequency: 2412 RSSI:
Frequency: 2437 RSSI:
Frequency: 2437 RSSI:
Frequency: 2427 RSSI:
Frequency: 2452 RSSI:
Frequency: 2462 RSSI:

-68dBm BSSID: c0:4a:00:5e:b7:18 (
-64dBm BSSID: 00:16:b6:a6:9f:51 (28% free)
-71dBm BSSID: 00:16:b6:a6:9f:5d (42% free)
-87dBm BSSID: 14:cc:20:e8:11:5a (
-58dBm BSSID: f4:ec:38:ad:3a:fa (
-61dBm BSSID: 10:fe:ed:c6:97:ec (

16% free)
22% free)

Figure 9: Channel detection record in Log File

This application supports node to node or multi-hop

communication. A device with data to transfer, first,
discovers its nearby neighbors and optimum

routing
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information using OSLR routing protocol. Establishes a
connection with the nearest node along the route, then sent
the file to it. These steps are repeated with all the discovered
nearby devices for each node to perform a multi-hop
communication. The file transfer service in this application
has been tested using image files only.

Four functions ‘Disconnect’, ‘Transfer’, ‘Chat’ and ‘Dbox’
pops-up to connected users as in Figure 10. Clicking on
‘Transfer’ button, the user is able to select and transmit files
to a destination with a log-file stored in internal memory.

Disconnect | Transfer | Chat || Dbox

Figure 10: Transfer button will navigate to Gallery

Here, ‘Chat’ service supports one to one communication to
send short messages to connected users. It works similar to
‘Transfer’ function.

The generated log files are routed and stored in the cloud
for record and security measures. This service can also
operate as a stand-alone application. It is called by the main
application as a part of the function call.

When The Dbox button is clicked, the application navigates
to Dropbox login interface for user authentication purpose.
After authenticating, the log files are routed and uploaded to
cloud storage automatically and transparently as in Figure 11.

= s 3:11 AM

i@ dello Dropbox

Link to Dropbox

W Navigating to Dropbox!

Figure 11: Dropbox Interface

Table 2 shows the percentage of successful system
performances against a number of 10 trials conducted in one
of the experimental set-ups at a specific time of a day (Cloudy
noon). Here, ‘Cloud Storage’ means ‘Cloud-based Routing’
or route the log files to cloud storage using efficient OLSR
routing protocol. System performance efficiency is
determined by each successful launch of services in the

system. In Table 1, trial number 6 shows 0% success (total
failure) and forced close during the launch of the applications
due to harsh weather. The average efficiency of this set-up
(for all applications) with 10 trials is around 88.6%

Table 2
Experimental Application Efficiency in a Setup

Types of Serviee/ No fo el (Success)
Discovery Service
DerceIromaton Digey
Log Fie Geerzion

Comet D
Vo Fis T
e Snice
ot Strge
Percenage

Suceesshl v

Fallure ¥

Each function/service (in Table 2) was tested for 10 times.
Hence, there was a total number of 100 testing including 10
trials with 10 times repetition of each trial to verify the
efficiency of the system. Most of the tests were successful
(more than 50%) as shown in Figure 12, the average system
efficiency per trial (The average of 10 repetitions for each
trial). These average values for all services/applications
varies from 85% to 100%. It also shows the average
efficiency trend of this system, which varies from 89% to
95%. Thence, the overall (average of all trials with all
applications) system efficiency is around 92% showing the
workability of the practical CR network.

% Successful Routing and communication Efficiency

100

90

80

% SYSTEM EFFICIENCY

—®&— % Average System Efficiency per Trial

—— % Average System Efficiency

70

1 2 3 4 5 6 7 8 9 10
NO.OF TRIALS

Figure 12: Average System Efficiency

VII. CONCLUSION

An ad-hoc based CR network test-bed was developed with
successful implementation using Android smartphones. A
simple Android application platform with GUI was created to
run on these devices in the network.

The OLSR protocol with a tweaking appeared as the best
routing protocol in terms of energy and bandwidth efficient
for Wi-Fi Direct communication among Android devices in
CR network. Log files that contain necessary networking
information about connected devices were generated and
saved in cloud successfully. This could be useful for
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identification in case of security breaches where a third-party
device tries to tap data during the transfer process. This is
convenient within the same community such as companies or
universities where all the nodes (users) are connected to the
same access point. Users are able to transfer important files
or push a file to cloud where everyone can access the file and
send quick messages simultaneously.

ACKNOWLEDGMENT

This work was supported by University Malaysia Pahang
(www.ump.edu.my) with short Grant No. RDU170333, and
University Malaysia Perlis (www.unimap.edu.my).

REFERENCES

[1] M.N. Morshed, S. Khatun, L. M. Kamarudin, S. A. Allunid, R. B.
Ahmad, A. Zakaria, M. M. Fakir.,, N. Azmi, “Performance
Measurement of 2.4 GHz WLAN Channels for Overlapped and Non-
overlapped Wi-Fi Direct Channel Activity”, International Journal of
Microwave and Optical Technology, vol.11, no. 4, pp. 268-273, July
2016.

[2] M.N. Morshed, S. Khatun, L. M. Kamarudin, S. A. Allunid, R. B.
Ahmad, A. Zakaria, M. M. Fakir. “Non-overlapping Channel
Utilization and Noise Floor Measurement of 2.4 GHz Wireless LAN
Based Cognitive Radio Network”, International Journal of Applied
Engineering Research, vol. 11(12), pp.7883-7887, July 2016.

[31 M N Morshed, S Khatun, L M Kamarudin, A Zakaria, N Azmi.
“Distributed Cognitive Radio Detection Using Wasp mote Sensor for
Windows Based PC/Laptop”, 2™ International Conference on
Electronic Design (ICED 2014), August 2014.

[4] M.N. Morshed, S. Khatun, L. M. Kamarudin, S. A. AlJunid, R. B.
Ahmad, A. Zakaria, M. M. Fakir. “Adaptive Threshold Determination
for Efficient Channel Sensing in Cognitive Radio Network using
Mobile Sensors”, 11" Asian Conference on Chemical Sensor, Penang,
Malaysia, November, 2015.

[5] V.Vijayasarveswari, S. Khatun, M.M. Fakir, M.N. Morshed, L.M.
Kamarudin, A. Jakaria. “Cognitive Radio Based Optimal Channel
Sensing and Resources Allocation”, 11" Asian Conference on
Chemical Sensors (ACCS 2015), November, 2015.

114

(6]

(7]

(8]

(9]

(10]

[11]

(12]

(13]

[14]

[15]

[16]

[17]

(18]

Morshed, M. N., Khatun, S., Kamarudin, L. M., Aljunid, S. A., Ahmad,
R. B., Zakaria, A., & Fakir, M. M. "Adaptive threshold determination
for efficient channel sensing in cognitive radio network using mobile
sensors." AIP Conference Proceedings. vol. 1808, no. 1, March, 2017.
V.Vijayasarveswari, S. Khatun, M.M. Fakir, M.N. Morshed, L.M.
Kamarudin, A. Jakaria. "Cogpnitive radio based optimal channel sensing
and resources allocation." American Institute of Physics Conference
Series, vol. 1808, no. 2, March, 2017.

Cloud Storage Features Explained. 2013.
http://www.cloudstoragereviews.co/cloud-storage-basics/cloud-
storage-features-explained.html, 4th December 2013.

Tabbakh, Seyed Reza Kamel, Sabira Khatun, and Borhanuddin Mohd
Ali. "Data storage as a new perspective of future IP networks," 2009
IEEE 9" Malaysia International Conference on Communications
(MICC), pp. 413-416, December, 2009.
Optimized Link State Routing
http://www.ietf.org/rfc/rfc3626.txt
Aleksandr Huhtonen, “Comparing AODV and OLSR Routing
Protocols,” Seminar on Internetworking, Sjokulla, 26/27 April 2004.
Sargolzaey H, Ali BM, Khatun S. “A cross layer metric for discovering
reliable routes in mobile ad hoc networks”, Wireless Personal
Communications, pp. 1-10, Sep, 2012.

Marzook, A. K., Ismail, A., Ali, B. M., Sali, A., Khalaf, M. H., &
Khatun, S. “Analysis of joint channel estimation and joint data
detection in TD-SCDMA systems”, 17th |EEE Asia-Pacific
Conference on Communications (APCC), pp. 692-697, October, 2011.
Sargolzaey H, Khatun S., Ali BM, and Noordin NK. "Probabilistic
route reliability with distance." 2010 IEEE International Conference
on Computer and Communication Engineering (ICCCE), pp. 1-5, May,
2010.

Natsheh, Essam, Sabira Khatun, and Adznan B. Jantan. "A model of
routine lifetime optimization with linguistic knowledge in wireless ad-
hoc networks," Mathware & Soft Computing, vol. 13, no. 1, 2006.
Mokhtar, R.A., Khatun, S., Ali, B.M. and Ramli, A. “Cooperative
sensing in cognitive radio networks-avoid non-perfect reporting
channel”, J. Eng. Applied Sci, vol. 2, pp. 471-475, 2009.

Mokhtar R.A, Khatun S., Ali B.M, Ramli A.R. "Cooperative Sensing
under Limited Band Control Channel in Cognitive Radio Networks,"
2008 IEEE 6" National Conference on Telecommunication
Technologies and 2008 2" Malaysia Conference on Photonics NCTT-
MCP, pp. 377-380, August, 2008.

Mokhtar R.A, Khatun S., Ali B.M, Ramli A.R. "Cognitive radio
technology for flexible spectrum sharing,” 2006 IEEE 4" Student
Conference on Research and Development, SCOReD, pp. 44-48. June,
2006.

URL:

Protocol (OLSR). 2003.

e-ISSN: 2289-8131 Vol. 10 No. 1-3



