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Abstract—Rapid growths of computers, mobile phones and 

Internet technology have created ways for irresponsible people to 

undertake computer crimes. Millions of users across the globe 

have fallen as victims to computer crimes, including Malaysia. It 

is due to current software environment which is more complex, 

distributed, keeps confidential data and easily exposed to 

malicious attacks. Consequently, secure software process is 

increasingly gaining much importance among software 

practitioners and researchers. However, even though its 

importance has been revealed, only few studies were conducted 

regarding its current practice in the software industry, especially 

in Malaysia. Thus, an exploratory study is conducted among 

software practitioners in Malaysia to study their experiences and 

practices on the secure software process in the real-world projects. 

This paper discusses the findings from the study, which involved 

93 software practitioners. Structured questionnaire is utilized for 

data collection purpose whilst statistical methods such as 

frequency, mean, and cross tabulation are used for data analysis. 

Outcomes from this study reveal that software practitioners are 

becoming increasingly aware on the importance of secure 

software process, however, they lack of appropriate 

implementation of the practices. 

 

Index Terms—Secure Software Practices; Exploratory Study; 

Software Practitioners; Malaysia. 

 

I. INTRODUCTION 

 

Computer crime is one of the problems that gains our concern 

in today’s cyber world. It is growing very fast compared to 

other crimes and causes serious damage to the political, 

economic and social sectors [1]. With the advancement of 

computer, mobile phone and Internet usage, the software 

application environment becomes more complex and 

distributed. Majority of companies which ranges from small 

companies to large companies are relying on the Internet to run 

their businesses. Furthermore, with the existence of social 

media and online transactions, the life of humankind is highly 

connected to the Internet. Thus all confidential information and 

personal details are available online at any time. These 

information are exposed to malicious attack since they can be 

manipulated by irresponsible people if not protected in a proper 

manner. There are many kinds of attacks, such as Website 

crashes, password cracking and security breaches. Viruses 

could be laying inactive in smartphones or computers waiting 

to copy banking passwords and social media accounts when 

connected to public Wifi, or masquerade as a trustworthy entity 

in an electronic communication. These circumstances have 

influenced the level of system performance, quality and 

integrity of a software application. Consequently, in recent 

years, there are many serious computer crimes have been 

reported.  

According to CBS Corporation [2], 1.5 million cyber attacks 

are found annually, which means there are over 4,000 cyber 

attacks every day, 170 attacks every hour, or nearly three 

attacks in every minute. They added that in 2014, hackers had 

stolen personal information from 47% of American adults 

through data breaches at large companies. The same situation 

happens in Malaysia. 6167 cases were reported in 2010 which 

caused RM 63 million loss. Among the frequent crime reported 

are in Internet banking, VoIP (Voice over Internet Protocol) 

and e-Commerce. Mostly it involves identity theft and fraud 

[3]. On top of that, Malaysia has been listed in the Sophos 

Security Threat Report 2013 as the sixth most vulnerable 

country in the world for cyber crime, which involves the 

malware attacks in computer or smart phone [4]. More recently, 

based on the research performed by CyberSecurity Malaysia, 

there are more than 30 victims of cyber criminals daily in 

Malaysia. To make it worst, this number does not include 

unreported cases and unnoticed victims [5]. 

Consequently, the customers are becoming more concerned 

about the security of software produced to them. Since it is 

estimated that 80% of all breaches are application-related, the 

traditional perimeter defenses like firewalls, intrusion detection 

and anti-virus systems are unable to protect software. Thus, 

most researchers believe that security activities should be 

considered from the beginning of the software development 

lifecycle and continuous in all phases [6,7]. McGraw defines 

secure software practices as “about building secure software: 

designing software to be secure, making sure that software is 

secure, and educating software developers, architects, and users 

about how to build secure things [8] 

Despite the importance of incorporating secure software 

practices during software development, only few studies 

related to the current industrial practice of secure software 

practices have been conducted and just focus on the 

requirement engineering phase. Furthermore, several studies 

focus on showing the criticality of considering security 

measures, rather than investigating the current practice in 

industry. On top of that, to our best knowledge, the current 

practices of software practitioners in Malaysia regarding secure 

http://www-935.ibm.com/services/us/en/it-services/security-services/data-breach/
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software practices is still scarce. Even though there are many 

studies conducted on the current practices of software 

development practices in Malaysia, the focus is more on the 

conventional software practices [9,10]. However it is essential 

to investigate the current practices of secure software since it 

has become as a determinant factor for producing high quality 

software. Based on the abovementioned limitations, an 

exploratory study is conducted to explore the experiences and 

practices of software practitioners on the secure software 

practices.  

This paper discusses findings from the study. First, the 

related studies are described, followed by research 

implementation, continued with results, discussion and ended 

with the conclusions. 

 

II. STATE OF THE ART 

 

There are several studies which focuses on secure software 

practices, nevertheless, their focus is more on showing the 

criticality of considering security measures in developing 

software, for instance Whitehat Security investigated the 

number of vulnerabilities in small, medium and large 

organizations [11], while National Cyber Security Alliance 

[12] surveyed the security trainings provided in software 

companies, the awareness of security initiatives and the 

security problems they are facing. In addition, Errata Security 

[13] found out that 57% of the respondents used secure 

development methods, while 43% do not consider secure 

development methods at all.  

Nonetheless, these studies do not reveal the practices adopted 

by software practitioners in eliciting, documenting and 

analyzing security requirements in the real environment [14]. 

Therefore, Elahi et al. [14] and Wilander and Gustavsson [15] 

investigated the software practitioners’ practices in 

requirement engineering which focus on security. Elahi et al. 

[14] conducted a survey among software practitioners and 

found that the security requirements are not explicitly elicited 

and documented in the early stages of the development, but 

they are considered during the implementation phase. On the 

other hand, Wilander and Gustavsson [15] analyzed the 

requirement documents of 11 Swedish software projects. They 

concluded that the security requirements were inconsistent and 

inadequately identified among the projects.  

In Malaysia, there are many studies have been conducted in 

the software development area which are intended for 

investigating the current practices of software development in 

the Malaysian software industry, for instance [9,10,16]. 

However, these existing studies focused on the conventional 

software development practices, rather than secure software 

practices. 

Based on the existing studies discussed, empirical studies on 

the secure software practices is lacking in Malaysia, since their 

focus is more on the conventional software practices. 

Furthermore, even though there exist studies which focus on 

the secure software practices in Western countries, 

nevertheless, they concern more on showing the criticality of 

considering security measures in developing software, without 

practices adopted by software practitioners during software 

development. Also the studies focus on the requirement 

engineering only. Consequently, in this study, the secure 

software practices being implemented by the Malaysian 

software practitioners have been investigated, which considers 

the requirement engineering, software design, coding, testing, 

security requirement and risk management. Section 3 explains 

about the implementation of the study. 
 

III. IMPLEMENTATION OF THE STUDY 

 

The study was conducted through four (4) phases, as 

described briefly in Table 1. 

 
Table 1 

Activities and Descriptions 

 

Activities Descriptions 

Instrument 

design 
 instrument was designed by referring previous works 

such as [9] and [14]. 

 consists of single and multiple responses, yes/no 
questions. 

Pilot study  involved 32 respondents (system analysts and 
programmers with at least 5 years’ experience). 

 they agreed that the questions covers the domain of the 
secure software practices, however, there are some 

suggestions: simplify the questions to be more readable 

and understandable, reduce and reorganize the 
questions. 

Data 

collection 
 data was collected from samples which were identified 

from Kuala Lumpur, Selangor, Penang and Kedah, since 

most software development companies are located there 

in Malaysia [17]. 93 respondents took part in this study. 

 the questionnaire was distributed through online survey, 

email or mail. 
Data 

analysis 
 the collected data was analyzed using descriptive 

statistical analysis: the frequencies, mean and cross 

tabulation by using the SPSS software. 

 

IV. RESULTS 

 

This section discusses the results on the demographic data 

and the software practitioners’ experience and practices 

regarding secure software. 

 

A. Demographic Data 

The respondents are asked about their position and 

experience. Cross tabulation analysis is used to classify them, 

as depicted in Table 2. Most of the respondents are 

programmers (41.9%). Out of the 93 respondents, only 16.1% 

have experience more than 10 years, while majority have 1 to 

5 years of experience (50.5%).  
 

Table 2 
Respondents’ Experience 

 

Positions <1 year 1-5 years 6-10 years 
11-20 

years 
Total 

Project 

Managers 

1 

(1.1%) 

3 

(3.2%) 

2 

(2.2%) 

4 

(4.3%) 

10 

(10.8%) 

Programmers 
7 

(7.5%) 

26 

(28%) 

3 

(3.2%) 

3 

(3.2%) 

39 

(41.9%) 

Quality Assurance 

/Testers 

0 

(0%) 

5 

(5.4%) 

0 

(0%) 

1 

(1.1%) 

6 

(6.5%) 

System Analysts 
2 

(2.2%) 

10 

(10.8 %) 

11 

(11.8 %) 

3 

(3.2%) 

26 

(28%) 

Security 

Advisors 

1 

(1.1%) 

0 

(0 %) 

0 

(0 %) 

0 

(0 %) 

1 

(1.1%) 

Team Leaders 
1 

(1.1%) 

3 

(3.2%) 

3 

(3.2%) 

4 

(4.3%) 

11 

(11.8%) 

Total 
12 

(13%) 

47 

(50.5%) 

19 

(20.4%) 

15 

(16.1%) 

93 

(100%) 
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The respondents work in many sectors, such as software 

development, education/training and manufacturing, as 

presented in Table 3. Most of the respondents are from private 

sectors (76%), and 47% from software development 

organizations.  
Table 3 

Classification of Organization Sector 
 

Sectors 
Organization Types 

Total 
Private Government 

Software Development 
44 

(47%) 

0 

(0%) 

44 

(47%) 

Education/Training 
10 

(11%) 

11 

(12%) 

21 

(23%) 

Service and Public Administration 
5 

(5.4%) 

4 

(4.4%) 

9 

(9.7%) 

Manufacturing 
4 

(4.3%) 

0 

(0%) 

4 

(4.3%) 

Consultation 
3 

(3.2%) 

1 

(1%) 

4 

(4.3%) 

Telecommunication 
4 

(4.3%) 

0 

(0%) 

4 

(4.3%) 

Health & Social Work 
0 

(0%) 

5 

(5.4%) 

5 

(5.4%) 

Banking/Financial/Insurance 
1 

(1%) 

1 

(1%) 

2 

(2.2%) 

Total 
71 

(76%) 

22 

(24%) 

93 

(100%) 

 
B. Software Practitioners’ Experience & Practices in 

Secure Software 

Firstly, the respondents were asked whether they agree that 

secure software practices can influence the quality of produced 

software. 96% agreed, while only 4% disagreed. Secondly, the 

respondents were asked about the security incidents that they 

faced. It is found that respondents faced many security 

incidents, as depicted in Figure 1. The most common security 

incidents faced by them are password cracking (45%), followed 

by malicious code (39%) and SQL injection (35%). Only small 

percentage (9%) of them never face any security incidents.  

 
 

Figure 1: The security incidents faced 

 

Thirdly, the respondents were asked whether they elicit and 

document security requirements explicitly from early stage. 

21.5% of the respondents discuss about the security 

requirement from early stage. Unfortunately, the requirements 

are not documented. However, 24% of them are aware of this, 

whereby they gather and document the security requirements 

explicitly during requirement gathering. Meanwhile, 32% of 

the respondents only deal with security issues during the 

implementation phase or after the system being developed. On 

top of that, 22.5% do not even deal with the security 

requirements, as presented in Table 4. 
 

Table 4 

Eliciting Security Requirements Explicitly 
 

Answers 
Frequency/ 

Percentage 

Security  issues  are  only  dealt  during  the implementation  phase  

or  after  the system being developed 
30 (32%) 

Security requirements are gathered and documented 

in the early stages of the projects before  the development starts 
22 (24%) 

Do not deal with security requirements 21 (22.5%) 

Security requirements are discussed from  

early stages butnot documented 
20 (21.5%) 

Total 93 (100%) 

   

Table 5 depicts the analysis result regarding the notations 

used to represent security requirements. Unfortunately, the 

analysis result found that majority of them (76%) do not 

document the security requirements, while 4% do not use any 

specific notation to represent the security requirements.  
 

Table 5  

Notations used 

 

Notations Frequency Percentages 

Do not document 71 76% 

Abuse case 10 11% 

Misuse case 9 10% 
Attack tree 7 8% 

No specific notation 4 4% 

Misuser stories 2 2% 

 

Additionally, the respondents were asked about how they 

prevent from introducing common attacks that occurred 

previously. Surprisingly, majority of them did not consider the 

attacks that have happened in the past (41%). However, 

fortunately the remaining respondents referred to the document 

which records the security attacks that have occurred 

previously (37%), while 35% of them consulted with the 

security experts. Table 6 demonstrates the analysis result. 
 

Table 6 

Prevention techniques from common attacks 

 

Prevention techniques Frequency 

Do not consider attacks that have happened in the past 
38 

(41%) 

Refer to document which records the security attacks 

that have occurred 

34 

(37%) 
Consult with security experts to prevent common 

attacks 

33 

(35%) 

Look for well-known common security attacks in 
attack and vulnerability databases 

32 
(34%) 

 

Moreover, the respondents were asked about the percentage 

of security trainings provided for the staff. Cross tabulation 

analysis was used in order to classify the respondents based on 

their position and amount of security training provided for 

them. Most of the respondents (38.7%) are provided with 25% 

or less security trainings in a year. Quite a big percentage is not 

provided with any security trainings (19.4%). Only 24.7% are 

provided with security trainings within 25 to 50 percent in a 

year. The result of analysis is depicted in Table 7. Meanwhile, 

the trainings are provided mostly for the programmers and 

system analysts, 41.9% and 28% respectively. 
 

 

 

45%
39% 35% 32% 30%

23%
17%

9%
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Table 7 

Percentages of security training provided 
 

Positions 

Percentages of Trainings per year  

None <=25% 
25% -

50% 

50% - 

75% 
> 75% Total 

Project Manager 1.1% 3.2% 3.2% 2.2% 1.1% 10.8% 

Programmer 7.5% 15.1% 11.8% 2.2% 5.4% 41.9% 

Quality 

Assurance/Tester 
2.2% 3.2% 1.1% 0% 0% 6.5% 

System Analyst 7.5% 10.8% 5.4% 2.2% 2.2% 28% 

Security Advisor 0% 0% 1.1% 0% 0% 1.1% 

Team Leader 1.1% 6.5% 2.2% 0% 2.2% 11.8% 

Total 19.4% 38.7% 24.7% 6.5% 10.8% 100% 

 

Additionally, the respondents were asked about the software 

practices that need to be implemented in order to produce high 

quality software, concerning on secure software practices. The 

practices are categorized into requirement engineering, 

software design, coding, testing, security management and risk 

management. Mean value for each practice is used in the 

analysis, as it represents the most selected answers by 

respondents. The 7-point semantic differential scale is used for 

these questions, which ranged from Extremely not Important to 

Extremely Important. The scale was then mapped to equal 

intervals, as depicted in Table 8.  
 

Table 8      

Interval values 
 

Degree of importance (DI) Interval value 

Extremely Not Important (ENI) 1 – 1.86 

Not important (NI) 1.87 – 2.73 
Less Important (LI) 2.74 – 3.60 

Moderately Important (MI) 3.61 – 4.47 

Important (I) 4.48 -  5.34 
Very Important (VI) 5.35 -  6.21 

Extremely Important (EI) 6.22 -  7 

 

The mean values obtained for the important secure software 

practices subsequently, as in Table 9. 

 

 
Table 9 

Secure software practices 
 

Phases Practices Mean DDI 

Req. 

Engineering 

Updating security requirements iteratively, taking place as changes occur 5.51 

(VI) 

Documenting and maintaining a set of well-defined security requirements to prevent from introducing common attacks that 

occurred previously 
55.47 

Obtaining security requirements explicitly 5.41 
Considering attackers’ perspective while eliciting security requirements 5.39 

Documenting security requirements in a particular notation (e.g.: misuse case) 5.33 

Software 
Design 

Referring the latest lists of common attack patterns, vulnerabilities and threats in order to keep up-to-date with current 
trends 

55.52 
(VI) 

Documenting security requirements in a particular notation (e.g.: misuse case, attack tree) 5.33 

Modeling the possible threats 5.23 
(I) 

Performing an external  (by someone outside the design team) 5.13 

Coding 

Refering to the secure coding guidelines  5.40 

(VI) Coding countermeasures for the identified threats 5.35 
Preparing documentation for installing and operating the application securely 5.32 

Implementing pair programming to reduce vulnerability (with continuos review) 4.81 
(I) 

Comparing outcome from automated and manual code review 4.72 

Testing 

Performing integration tests focusing on the threats and vulnerabilities 5.31 (VI) 

Creating unit tests by focusing on the identified threats and vulnerabilities  5.26 

(I) 
Performing risk analysis again at the end of the phase to ensure all risks are mitigated and to consider remaining risks  5.23 

Performing penetration test (simulate attack from malitious outsiders) 5.23 

Performing fuzz testing (use random data as input for tests) 5.17 

Security 

Management 

Sharing the produced artifacts among team members 5.63 

(VI) 

Producing and revising security policy regularly 5.59 

Ensuring that all members of the project team are aware of and involved  with security engineering activities 5.43 
Planning and documenting security plan 5.42 

Defining the security roles and responsibilities up-front 5.34 

Risk 
Management 

Performing risk analysis iteratively throughout the software development to identify the possible threats, vulnerabilities 
and impacts of the application 

55.35 
(VI) 

Planning mitigation strategy  to countermeasure the identified threats, vulnerabilities and impacts 55.32 

Ensuring the newly identified risks are reported and mitigated as soon as possible 55.24 
(I) 

Monitoring the identified threats, vulnerabilities and impacts throughout the development 55.18 

   

V. DISCUSSIONS 

 

The software practitioners are aware with the importance of 

secure software practices. However, their experience in 

implementing the proper practices still can be considered as 

low. Although the respondents faced many security incidents 

such as password cracking and SQL injection (Refer Figure 1), 

most of them did not consider security requirements from the 

early stage of software development, but only dealt with 

security requirements during the implementation phase or after 

the system being developed (Refer Table 4). This result is 

aligned with the outcomes of [14] whereby most of their 

respondents left the security requirements undocumented and 

only consider them implicitly. However, incorporating security 

in later stages of software development will increase the risks 

of introducing security vulnerabilities into software. On the 

other hand, the outcome of Errata Security survey [13] found 

that half of the respondents gave high concern on security 

during software development. There exist among the 

respondents who discuss the security requirement from early 

stages, yet, they do not document them. Fortunately, some of 

the respondents gather and document the security requirements 

from early stage. This explains that there are among the 
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respondents who are aware about the importance of security 

activities during software development.  

In addition, representing the security requirements in 

particular notation is vital in order to get good understanding 

about the requirement of proposed system. Yet, majority of the 

respondents do not even document the security requirements 

(Refer Table 5). In contrast, Elahi et al.  [14] indicated that their 

respondents used modelling notations widely. By neglecting 

this important software practice, the software practitioners 

might ignore relevant threats that might surface in the proposed 

system. Fortunately, there exist among them who use abuse 

case, misuse case, attack tree and misuser stories. 

Moreover, to efficiently elicit security requirements, software 

practitioners should refer to references which provide 

guidelines on handling security issues. Majority of the 

respondents referred to the documents which record the 

previous attacks occurred, which is aligned with the findings 

from the study of Elahi et al. [14]. They also consulted security 

experts and looked for the common attacks from the attack and 

vulnerability database. However, almost half of the respondents 

did not make any security references while eliciting security 

requirements (Refer Table 6). This might cause the software 

practitioners to be outdated from the current threats, attacks and 

countermeasure available in the industry, as well as repeating 

the same threats which occurred in previous projects. 

    Besides, trainings have been accepted as one of the major 

ways to create awareness on the security issues among the 

software practitioners. However, less security trainings are 

provided for the respondents, whereby majority of them 

attended security trainings only for 25% or less (Refer Table 

6). On top of that, there exist among them who did not receive 

any security trainings. This result is contradicted with the 

findings in the study of Elahi et al. [14]. Without attending 

proper trainings may lead to improper implementation of 

secure software practices, since proper guideline on its actual 

implementation is not received. 

As discussed earlier, many researchers have come out with 

software lifecycle models which support security activities 

throughout the lifecycle. Among the most prominent and used 

in industry to date are CLASP, Microsoft SDL and McGraw 

[18,19]. These models have been referred in order to establish 

the secure software practices, as well as security standards 

which are ISO/IEC 27001[20] and ISO/IEC 21827[21]. 

Outcomes from the study show that mostly these practices 

obtained high consideration among the respondents, whereby 

the mean values are in the range of Important to Very 

Important. This shows that they are important practices in 

producing high quality software. In addition, it indicates that 

the practices and perceptions of the respondents are aligned 

with the literature. They are discussed further subsequently. 
 

A. Requirement engineering for secure software process 

Eliciting security requirements explicitly, accurately and 

consistently has been one of the most fundamental activities for 

engineering secured software [8,15,22]. However, security 

requirements are mostly dealt when the system has been 

designed or put in operation. Only low percentage of 

respondents (9%) admitted that they document security 

requirements explicitly in study by Elahi et al. [14], while 

majority of them (59%) considered it implicitly. On top of that, 

31% do not elicit security requirements at all. Furthermore, 

most of the researchers [6,7,23,24] stress that security 

requirements should be established from an attacker’s 

perspective and updated iteratively as soon as changes occur. 

In addition, the security requirements must be documented and 

maintained for reuse purpose [7]. By doing so, it will help 

developers to improve the software security as well as learn 

from past mistakes [25]. Majority of the respondents in this 

study expressed that all of these practices as important towards 

producing secured software. 
 

B. Software design for secure software process 

Designing security is similarly important as eliciting security 

requirements explicitly [22]. CLASP [24] emphasizes on 

auditing the security requirements during design phase. This is 

to ensure its completeness. Furthermore, during this phase, the 

possible impacts, vulnerable and threats must be identified, 

classified, rated and documented [7,21,23,24]. This activity 

will be more efficient by performing external review [7,23] and 
referring to the latest list of common attack from online 

database 26]. 

 

C. Coding for secure software process 

During this phase, the secure coding guideline should be 

referred [7,23,24]. There are websites which gives this 

guideline such as Software Engineering Institute (SEI). The 

most important part in this phase is coding the countermeasure 

for the identified risks- threats, vulnerabilities and impacts 

[7,23,24,27,28]. Besides, these codes must be reviewed with 

automated tools as well as manual review and both results 

should be compared [7,29]. In addition, pair programming is 

useful to reduce vulnerability- by having continuous review 

[28]. Besides producing security emphasized coding, Microsoft 

[23] prepares documentation for user and help manuals, 

administrators manual and developer documentation, as well as 

user configuration tools. Additionally, CLASP [24] insists of 

producing document for installing and operating the application 

securely. 
 

D. Testing for secure software process 

Testing for secure software process is slightly different from 

traditional testing as it emphasizes what an application should 

not do rather than what it should do [26]. Thus, testing for 

producing secured software must include testing the security 

functionality besides the standard functional testing. They are 

the fuzz test and penetration test [7,23]. Traditional tests such 

as unit tests and integration tests are performed as well, but 

focused more on the threats and vulnerabilities [26]. 

Consequently, the test cases are created by focusing on the 

identified mitigation strategies [7,23,24]. Additionally, to 

ensure all risks are mitigated and to consider other residual 

risks, McGraw [7] includes analyzing the risks again at the end 

of testing phase.  

 

E. Security management 

In managing the security, the usage of security policy is very 

important to ensure that appropriate controls are put in place 

[30,31]. Besides, it should be reviewed and revised regularly as 

well as ensuring that it is being properly followed by the 

workers [31]. Additionally, security plan is another means of 
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ensuring good security management [23,30]. On top of 

everything, as human is important in conducting the security 

activities, thus their awareness on security [30,32] and 

involvement in security engineering is vital[21]. CLASP [24] 

defines security roles upfront for the team members. 

Furthermore, it also emphasizes on providing separate team for 

security engineering, similar to [23]. 
 

F. Risk management for secure software process 

Risk management is the main activity in secure software 

practices [33]. Basically all of the traditional risk management 

activities exist in this approach: risk identification, risk 

analysis, risk planning and risk monitoring [34]. However, their 

concern is more on the threat, vulnerabilities and impacts 

[7,21,24,27]. These activities are implemented iteratively 

throughout the software development and ensuring the newly 

identified risks are reported and mitigated as soon as possible 

[7,23,24,27]. 

 

VI. CONCLUSIONS 

 
This study has discussed the software practitioners’ 

experiences and practices with the secure software process. It 

is found that software practitioners in Malaysia are increasingly 

becoming aware on the importance of the secure software 

practices. However, there stil exist among them who did not 

consider security practices during software development, 

whereby they only consider security requirements implicitly. 

On top of that, majority of them left the security requirements 

undocumented, without proper notations. Also, they did not 

refer to references which provide guideline on handling 

security issues. This might lead them to be unaware with the 

current threats available in the industry. Besides, they might 

repeat the same threats which they faced in previous projects. 

These scenario highlight that the software practitioners are lack 

of proper implementation of secure software practices. This 

might possibly because less security trainings are provided to 

them. 19.4% of them did not even attend any security trainings, 

which can cause them to implement security activities 

improperly due to inadequate knowledge and awareness. This 

paper has given some insights on the implementation of secure 

software practices among Malaysian software practitioners. For 

our next step, the important secure software practices that 
influence the quality of software will be included in the 

proposed software process certification model. Interested 

readers may refer to [35, 36] which discuss the background of 

the research. 
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